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INTRODUCTION

The VMS System Management | course is designed to teach students how to manage a computer
running the VMS operating system.

This Student Workbook is divided into a number of modules, each designed to cover a well-
organized topic, or group of topics. Most modules include figures, tables and examples to enable
students to better understand the material. A separate exercise book can be found at the back

of this workbook to allow students to test their VMS system management skills. '

This section (“About This Course”) describes the contents of the course and suggests ways to
use its materials most effectively. The following topics are discussed here:

* Resources

»  Course Description
*  Prerequisites

*  Course Organization
* Course Goals

* Nongoals

» Course Conventions

* Course Map

RESOURCES

Students must have access to the following manuals to perform the recommended leaming
activities of this course. Students may be given their own copy of some of these manuals, and
the instructor may provide others for reference during the week.

1. Guide to Setting Up a VMS System
2. VMS SYSMAN Utility Manual
3. VMS Install Utility Manual

About This Course xxiii



Guide to Maintaining a VMS System

VMS Analyze/Disk_Structure Utility Manual
VMS Backup Utility Manual

VMS Mount Utility Manual

VMS Authorize Utility Manual

© ® N o o &

VMS Accounting Utility Manual
10. VMS Monitor Utility Manual

11. VMS License Management Utility Manual

Instead of the individual manuals listed above, you may have a copy of the VMS System Man-
ager’s Manual.

At least one copy of the entire extended VMS documentation set should be available for refer-
ence.

COURSE DESCRIPTION

VMS System Management | is designed to train the system manager or advanced system
operator of a VAX computer running the VMS operating system.

The course gives a theoretical as well as a practical insight into system management. In addition
to routine system management skills, it introduces tools for monitoring system performance and
integrity. It discusses various techniques needed to assist users on the system, back up and
restore system and user files, start up and shut down the system, manage system devices, and
maintain data security.
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PREREQUISITES

To derive the greatest benefit from this course, students must be able to:
* Login to a VMS system.
* Use the appropriate VMS utilities and commands to:
— Display on-line help text.
— Create and manage directories and files,
— Submit print and batch jobs.
— Define and use logical names and command synonyms.
— Display information about the system.
— Create and maintain private disk volumes.
— Communicate with other system users.
* Develop DCL command procedures that:
— Control I/O.
— Create and access sequential files.
— Use symbols to manipulate constants and variables.
— Use lexical functions.

*  Define virtual memory and virtual addressing, and describe how virtual memory and physical
memory are related.

* Define a process and describe process concepts, including:
— Working set
— Paging
— Types of processes
— States
— Priority

— Privileges
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» Describe the functions of the VMS swapper and scheduler.

» Describe the functions and characteristics of global sections.

These prerequisites can be satisfied by taking the following courses:
* VMS Utilities and Commands
* VMS System Architecture

COURSE ORGANIZATION

This course is organized into a series of modules. Each module has its own learning objectives
and covers a single topic or group of closely related topics. Each module consists of:

* Anintroduction, which describes the purpose of the module, provides motivation for mas-
tering its objectives, and outlines its contents.

* One or more objectives, which identify the skills taught in the module. Objectives are
designed to focus your study efforts on a selected number of skills.

* The module text, which consists of:
— Descriptive text organized in a list format

— lllustrations, which clarify the relationships among various elements of a VMS system,
or summarize steps of a particular process or command

— Examples containing sample listings from actual interactive sessions on a VMS system

* A module summary, which reviews important concepts and skills taught in the module

Wiritten and laboratory exercises are also provided with this course. Exercises help students to
review and practice the skills learned during the lecture session.
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COURSE GOALS

After completing this course, students should be able to:

Manage system users, which requires:

— Maintaining such files as the User Authorization File and volume quota files
— Creating user file directories (UFDs)

— Controlling user processes

Manage system resources, which requires:

— Managing disk and tape volumes

— Defining device characteristics

— Creating and managing print and batch queues

— Backing up and restoring files and volumes

Start up and shut down the system

Customize the system

Install maintenance updates and optional software

Establish security measures on the system and audit security—related actions done by users

Monitor the system for behavior and performance problems, and submit Software Perfor-
mance Reports when appropriate

NONGOALS

Programming using system services, run-time library routines, or other VMS features (taught
in Utilizing VMS Features courses)

Advanced VMS concepts or system programming (taught in VMS Internals courses)
Details of layered product features and functions (taught in layered product courses)
Installation under unusual circumstances

Details of system performance management and tuning (taughtin VMS System Performance
Management)

Details of system security features (taught in VMS System Security Features )

VAXcluster management (taught in VAXcluster System Management )
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*  Network management (taught in DECnet Network Management )

* Creating new DCL commands, help files, and error messages (mentioned in this course,
but covered in detail in VMS System Management Il )

*  Troubleshooting error conditions (taught in VMS System Management Il )
*  System configuration (taught in VMS System Management /)
* The Files-11 structure of disk and tape volumes (discussed in VMS System Management Il)

« Converting software or data to the VMS system from another operating system

COURSE CONVENTIONS

Table 1 describes the conventions used in the listings and command tables of the Student
Workbook.
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Table 1: Course Conventions

Convention Meaning

CTRL/X Press and hold the key labeled CTRL while you press another key (X).
Many control keys have special meanings.

UPPERCASE In commands, uppercase characters indicate words you type exactly as
they appear. For example, you would type the following commands as they
appear:
$ DIRECTORY
$ TYPE LOGIN.COM

lowercase Lowercase characters represent elements that you must replace according
to the description in the text. For example, you must follow certain rules
when you replace "file—spec” in the following example:
$ TYPE file-spec

Ellipsis Horizontal ellipses indicate that you can enter additional parameters, values,

(...) or information. For example, you can enter any number of file specifications
in the following example:
$ TYPE file-spec, . . .

Vertical series of periods or ellipses mean that not all of the data that the
system would display in response to the particular command is shown, or
that not all the data a user would enter is shown.
$ TYPE MYFILE.DAT
$
Square Square brackets indicate that the enclosed item is optional. (Square brack—
Brackets ets are not optional, however, in the syntax of some file specifications.) For

{n

Quotation Marks
and Apostrophes

example, the logical name is optional in the following command:
$ MOUNT/FOREIGN $TAPE1
Braces indicate that you must select from the included items.

The term quotation marks refers to double quotation marks ("). The term
apostrophe refers to a single quotation mark ().
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MODULE 1

UNDERSTANDING THE
USER ENVIRONMENT
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INTRODUCTION

When you begin work on a VMS system, you enter an environment consisting of devices,
programs and data. The devices that compose the physical computer are called hardware.
The programs that control the hardware and process the data are called software. To perform
job-related tasks on the system, you must use both the hardware and the software.

This module provides an introduction to VAX hardware, and an overview of the VMS software
environment.

OBJECTIVES

To maintain a VMS system, you should be able to:

Identify the functions of each component of the hardware environment, namely:
— The central processing unit (CPU)

— The console subsystem

— Main memory

— The input/output subsystem

Identify the purpose of an interconnect device, and list some common interconnect devices
for VMS systems.

Recognize the peripheral devices supported by VMS systems.
Recognize the format for device names on a VMS system.

List the characteristics of the following types of system configurations:
— Single processors

— Tightly coupled systems (muitiprocessors)

— Loosely coupled systems (networks)

— VAXclusters
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Identify the major software components of the VMS operating system.
Identify software tools and utilities distributed with VMS.

Identify some optional software products that can be used on VMS systems.
Identify important system directories, files, and logical names

— Describe the concept and uses of concealed root directories

Identify the components of a user’s process.

RESOURCES

-h
-

o o O Db

VMS Installation and Operations Manual for your particular VAX system
VAX Systems and Options Catalog

VMS DCL Dictionary

DIGITAL Terminals and Printers Handbook

DIGITAL Networks and Communications Buyer’s Guide

Refer to the user’s guide for each device in which you are interested
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COMPONENTS OF THE HARDWARE ENVIRONMENT

*  VAX computer hardware is divided into four subsystems

* Each subsystem has a different function

Figure 1-1: VAX Hardware Subsystems
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Central Processing Unit (CPU)

* Executes instructions one at a time

* Relative speeds and physical sizes vary
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Console Subsystem

«  Communicates directly with the CPU
+ Is primarily used for:
— Starting up and shutting down the system
— Installing software
— Remote hardware diagnosis
»  Components of the console subsystem include:
— Indicators and controls (implemented in software on some VAX processors)
— Console terminal
— Console storage device (not present on some VAX processors)
+ Console subsystem runs in:
— Console mode: accepts console commands

— Program mode: use as a normal VMS terminal
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Main Memory

» Main memory is used to store instructions and data
»  Two types of memory on VAX systems:

— READ-ONLY memory (ROM)

— READ/WRITE memory

» Each VAX supports a different amount of memory

Input/Output Subsystem

» Consists of peripheral devices
*  Provides input to, and output from, the system
+ Common peripherals include:

— Terminals

— Printers

— Disk drives

— Tape drives
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INTERCONNECT DEVICES

» Cables that connect various subsystems
— Example: connect peripherals and memory to processor
* Also called buses
» Types of buses include:
— MASSBUS
— UNIBUS
— Q-bus
— VAX Backplane Interconnect (VAXBI)
» Different VAX processors support different buses

» Different buses support different peripherals
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PERIPHERAL DEVICES

Terminals

* Used by people to communicate with the computer
*  Two types of terminals:

— Hardcopy

— Video

Figure 1-2: Hard-Copy and Video Terminals
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Printers and Printer/Plotters

Printers provide hard-copy output from the system

Various sizes and types include:

Line printers High speed
Letter quality printers  High quality
Laser printers

High quality print and graphics

Printer/plotters are used for both hard-copy and graphic output

Figure 1-3: Printers and Printer/Plotter
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Disk Drives

« Record and read data on magnetic or optical disks
» Often called auxiliary memory
» Sometimes called mass storage devices
» Disks used in the drives are called storage media
e Various types of disks include:

— Cartridges

— Disk packs

— Diskettes (also called “floppies”)

— Two types of optical disks:

Read-Only (CDROM)

Commonly called “compact disks”

Mastered by the manufacturer, read by the user

Small format (5.25 inches in diameter)

Typically used to provide large amounts of text information, such as reference
manuals, abstracts, etc.

Write-Once, Read—Many (WORM)

Commonly called simply “optical disks”

Available in both small and large (12 and 14 inch) format

The disk can be written one time, then read many times

Typically used for archival data storage, and large volume storage of data with
slow retrieval requirements

+ Disks can be:
— Fixed

— Removable
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Figure 1-4: Examples of Disks
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Figure 1-5: Disk Drives
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Tape Drives

Record and read data on magnetic tapes
* Tapes usually store:
— Backup copies of data
— Infrequently used data
* Reel tapes
— Various lengths
— Various densities
* Tape cartridges
— Resemble cassette tapes

— VMS systems treat TUS8 cartridges as disks
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Figure 1-6: Tape Media
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Figure 1-7: Tape Drives
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Hierarchical Storage Controller (HSC)

» Intelligent disk and tape controller
e Performs all disk /O operations
» Allows data sharing in a VAXcluster
« Can also be used with single VAX systems
» Examples of HSC subsystems:
— HSC50
— HSC70

Understanding the User Environment 1- 15



DEVICE NAMES

»  All devices have a unique name in the format: ddcu

dd A two-letter device code.

c A one-letter code that specifies the hardware controller for the device. (Con-
trollers provide the interface between the bus and the device, or between
two buses.)

u The unit number of the device.

+ Device code specifies device type

+« The hardware controller number:

— lIdentifies the device controller

— Is represented by a letter from A to Z

— Is assigned by the system

¢ The unit number:

— Indicates the position of the device on the controller

— Can be changed by:

1.

Setting a button or switch on the device

2. Installing a unit plug on the device
Table 1-1: Device Codes
Code Device
CS- Console storage device
DU RAB80 or RA81 disk drive
LP Line printer
MF TU78 tape drive
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SYSTEM CONFIGURATIONS

* You can build different configurations with:
— VAX processors
— Interconnects
— Peripheral devices
+  System configurations can be classified as:
— Single processors
— Multiple processors
* A system can be:
— A single VAX processor and its peripheral devices

— A collection of VAX processors

Single Processor Configurations

e Any single VAX processor and its peripheral devices
» The family of single VAX processors includes:

— VAX 8810

— VAX 8600

— VAX 8500

— VAX 8200

— VAX-11/780

— VAX-11/750

— MicroVAX 3000

— MicroVAX Il
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Figure 1-8: MicroVAX Ii
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Figure 1-9: VAX 8600
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Multiple Processor Configurations

» Two or more communicating processors

* Three classifications:
— Tightly coupled configurations (multiprocessors)
— Loosely coupled configurations (networks)

— VAXclusters

Table 1-2: Comparing Multiple Processor Configurations

Tightly Coupled <————> Loosely Coupled

System Characteristic = Multiprocessor VAXcluster Network

CPU booting Together Separate Separate

CPU failure Together Separate Separate

CPU cabinet location Single or adjacent  Same local area Can be widely sepa-
rated

Security domain Single Single Multiple

Management domain Single Single Multiple

Operating system Shared (VMS) Separate (all VMS) Separate (some may
not be VMS)

File system Integrated Integrated Separate

Growth potential Limited Very great Very great

Understanding the User Environment 1- 19



Tightly Coupled Configurations

+ Share operating system code

»  Cannot operate independently

* Operated and managed as single domains

*  Provide high performance

* Used primarily in compute-intensive applications

+ Example: VAX 8800 Series processors

— Two or more CPUs share memory by means of a high speed bus

— Multiple processors are transparent to the system users

Figure 1-10: Tightly Coupled System Configuration
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Loosely Coupled Configurations

*  Example: Network

» Can consist of two or more communicating processors

* VMS systems can be connected to:

— Other DIGITAL systems

— Other manufacturers’ systems

* Local Area Network (LAN) - limited geographical area

* Wide Area Network (WAN) - larger area

*  DIGITAL-to-DIGITAL networks are established using:

Two or more processors
Hardware communication devices
Data transmission devices
Terminal servers (optional)

DECnet software
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Figure 1-11: DECnet Network
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Communication Devices

*  Synchronous devices
— Provide communication between computers
— Run at relatively high speeds
— Examples: DEUNA, DELUA, DEQNA, DMR11
»  Asynchronous devices
— Typically provide communication between terminals and computers
— Are slower than synchronous devices
— Examples: DL11, DZ32, DMZ32
*  Synchronous/Asynchronous Devices
— Perform both synchronous and asynchronous communications
— Examples: DMF32
» Different communication devices vary by:
— Characteristics
— Function

— Performance
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Data Transmission Media

» Transmits data between communication devices
* Various types of media include:

— Ethernet cable

— Fiber optic cable

— Telephone lines (twisted—pair)

— Satellite links
* Different transmission media vary by:

— Transmission speeds

— Distances they can span

— Operating and performance characteristics

— Capabilities and services

Terminal Servers

*  Optional

* Provide increased flexibility

* Connect terminals to computers in a LAN

* Each terminal can access other systems connected to the same LAN

» Can also be used to make printers accessible to other systems on the LAN
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Figure 1-12: Configuration with Terminal Servers
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Clustered Systems (VAXcluster Systems)

* Flexible multiprocessing systems
» Have characteristics of both loosely and tightly coupled systems
* Managed as single domains
*  VAXcluster nodes can share:
— Disk and tape devices and printers
— A common file system
*  VAXcluster nodes can be configured:
— To present an identical user environment on every node
— So that each node boots and fails separately
» In addition to providing the functions of a network, a VAXcluster system provides:
— Higher availability of system resources
— Faster and easier sharing of information and resources between nodes

* May start with one or two VMS systems connected by way of Computer Interconnect or
Ethernet

— Can be expanded as computing needs increase
* VAXcluster hardware components include:
— VMS computer systems, composed of:

VAX processors
Local peripherals

— HSC storage subsystems
— A Computer Interconnect (Cl), composed of:

A Cl bus
An SC008 Star Coupler
An intelligent /O port (a CI780, CI750, or CIBCl)

— Ethernet hardware
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* A VAXcluster configuration:
— Can be very similar to a network configuration
— Can contain the same components as a network:

VAX processors
Communication devices
Transmission media
Terminal servers (optional)
DECnet software

* Major difference between a VAXcluster and a network:

— VMS cluster software, which synchronizes access to shared resources
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Figure 1-13: CI-Only VAXcluster Configuration
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Figure 1-14: Local Area VAXcluster Configuration
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Figure 1-15: Mixed-Interconnect VAXcluster Configuration
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Review of VMS Concepts

Topics to be covered:

DCL and the VMS Operating System
Programs, Images, and Utilities
Processes

Hardware and Software Contexts
Virtual Address Space

Working Sets and Balance Set
Paging

Scheduling

Swapping

Processor Access Modes
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DIGITAL Command Language (DCL) and the VMS
Operating System

« The VMS Operating System performs three major functions:
— Provides communications between users and devices
— Creates a protected working environment for each user
— Schedules the use of system resources among all users in a fair manner
»  Many operating system activities are transparent to the user
— Some activities initiated by the system
— Other activities initiated by users through commands
+ The DIGITAL Command Language (DCL)
— A language definition of English-like commands
— A set of routines that execute user commands
« The Command Language Interpreter (CLI)
— Translates English—like commands from a user

— Dispatches translated commands for execution
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Programs, Images, and Utilities

* A program:
— Also called a source program
— A logical sequence of instructions
— Written in human-readable form (computer language)
* An object file:
— A collection of machine code (binary) instructions
— Created as a result of transiating (or compiling) the source program
* An image:
— Also called an executable image
— A sequence of machine code instructions with addressing information

— Created as a result of linking object files together

A utility:
— Program supplied with VMS
— Sometimes has a command language all its own

— Typically uses DCL to call {(invoke) the utility

Figure 1-16: Translating a Program into an Image
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Processes

e A processis:
— The total environment in which an image executes
— The fundamental entity that VMS schedules for execution
» A process is composed of four parts:
— Virtual address space
— Hardware context
— Software context
— Image
+ Hardware and software contexts are collectively called the process context

— VMS needs this information to save/restore the process during context switching

Figure 1-17: Components of a VMS Process
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A subprocess is:

Just another process

Controlled by the parent process

Defined by the attributes and capabilities of the parent process (by default)
Automatically deleted when the parent process is deleted

Able to create subprocesses

Total number of subprocesses a job can create depends on the job’s subprocess quota
which are authorized by the VMS system manager

NOTE

A job is a unit of work performed by the CPU. In the VMS operating system environ-
ment a job is the accounting unit equivalent to a process and subprocess.

Images come and go, but the process remains until deleted by:

The user logging out of the system

The process’ parent process deletes it

The parent process is deleted

Invoking one of the following the DCL command:
* STOP process_name

+ STOP/IDENTIFICATION=pid

+  STOP PROCESS/ID=pid

A job possesses a process structure

Arranged in a hierarchical (“tree”) structure
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Hardware and Software Contexts

» The process hardware context is:
— The state of the VAX processor at any given moment
— Specifically the contents of the processor registers

— What VMS requires to be able to restore a process so it can continue execution at
exactly the point it was interrupted

* The process software context is:
— Analogous to the hardware context
— lIdentified by a unique process identification number (PID)
— Accounting information
— A collection of information about what the process can and cannot do

Priority
Privileges
Resource Limits (Quotas)

* The VMS system manager authorizes the priorities, privileges, and quotas associated with
a process
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Virtual Address Space

*  Vinual address:

— A symbolic or logical representation of a physical memory location in hardware
* Vinual address space:

— Range of virtual addresses referenced by the image
*  Virtual memory system:

— A way for a program to be written as if it had a very large number of contiguous memory
locations available for use

*  VMS manages the translation of virtual memory addresses to physical memory locations in
hardware

— Transparent to the user and program
*  Memory management subsystem:
— Part of the VMS operating system
— Consists of three components:
Page fault handler

Modified page writer
Swapper
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Working Sets and Balance Set

*  Managing virtual memory:

— Involves moving pieces (called pages) of the image to and from auxiliary storage
*  Process working set:

— Pages of physical memory currently used by a process

— Limited by various working set quotas:

Working set default
Working set quota
Working set extent

+ The system balance set:
— Set of processes whose working sets are resident in physical memory

— Analogous to the working set of a process
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Paging

e Page fault:
— Occurs when an image references a virtual address not currently in the working set
— Handled by the memory management routine called the page fault handler

. Pages are faulted into the process’ working set as the image executes
— Called paging on demand, or demand paging

»  Working set extent:

— A kind of “overdraft” allowed when a process reaches its working set quota but still
needs additional pages

— Managed by the VMS system manager

— When the working set extent is reached, the process must surrender pages from the
working set if additional pages are needed

»  Which pages are surrendered are determined by the working set list
— Ordered list of pages in the working set
— Pages in the list are ordered according to age
— Oldest page is surrendered first

— New pages are appended to the end of the list
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Free Page List

List of unused (free) pages available for use by processes
An ordered list of pages similar to the process working set list

— Oldest pages are at the top of the list, given to processes when they request additional
pages

— Unmodified pages surrendered by processes are placed at the bottom of the list
Controlled by the memory management subsystem

Size of the list can be controlled by the VMS system manager

When a process incurs a page fault for a page previously included in the working set:
— The page fault handler retrieves the page from either:

The free page list
The image file (if the page has already been given to another process)

This procedure is performed for unmodified pages only
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Modified Page List

Similar to the free page list, but for modified pages (those written into by a process)
Controlled by the memory management subsystem
When the free page list falls below a certain minimum limit:

— The modified page writer takes pages away from the modified page list and writes them
into a paging file

— The pages taken from the modified page list are placed on the free page list
A paging file:

— A specially designated file in auxiliary storage

— Created under the direction of the VMS system manager

— Used to retain pages removed from the modified pagé

— Controlled by the memory management subsystem

— There can be more than one paging file in a VMS system

Multiple paging files can improve system performance
The memory management subsystem manages access between the files

When a process incurs a page fault for a modified page:
— The page fault handler will find the page in one of these locations:

Modified page list
Free page list
Paging file
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Figure 1-18: Pages In Memory and in Auxiliary Storage
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Scheduling
* A technique for providing fair sharing of the processor among a number of competing pro—
cesses
*  This function is managed by the VMS scheduler
* Processes are scheduled for execution using a combination of two techniques:
— Priority scheduling
— Time-sliced (“round-robin”) scheduling
*  Priority levels:
— Two groups of 16 levels each

Real-time priority levels (16-31)
Normal priority levels (0-15)

Figure 1-19: Priority Levels in VMS
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Swapping
 The technique used to move entire process working sets from physical memory to auxiliary
storage
— Required to allow a large number of processes to share the system
— Not all process working sets can necessarily fit into the available system memory
— Managed by the VMS swapper
— Closely coordinated with scheduling
» The swapping file:
— A special system file in auxiliary storage
— Managed by the swapper

— Created under the direction of the VMS system manager
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Processor Access Modes

* A mechanism to safeguard memory from:
— Accidental actions (untested or faulty programs)
— Malicious actions (reading or writing to memory not owned by the process)

*  Four different access modes (in decreasing order of privilege):

1. Kemel
2. Executive
3. Supervisor
4. User
* A process can change modes during image execution

— Impilicitly, through execution of certain system service routines
— Explicitly, by executing a VAX change mode instruction

Requires special privileges, the most common being CMKRNL
Authorized by the VMS system manager on a per-user basis
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Figure 1-20: Access Mode Hierarchy
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Figure 1-21: Layered Design of the VMS Operating System
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System Files, Directories, and Logical Names

System Files

* VMS stores its image files, data files, and other files in special locations in auxiliary storage:

System volume Disk volume, which holds system files
System device Disk drive on which the system volume is mounted

System directories Directories on the system volume that store the system
files (see Table 1-3)

* Alist of all the files distributed in the system directories can be found in the VMS Installation
and Operations Manual for your particular VAX processor.

System Directories

* Each system directory has its own logical name, specifying:
— The system device
— The specific system directory

* To use the directory name to refer to a file in a system directory, use the logical name
SYS$SYSROOT as the device name.

— Defined as a concealed root directory
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Table 1-3: System Directories

Directory Name Used

in Combination with

SYS$SYSROOT: Logical Name Principal Contents

[SYSEXE] SYS$SYSTEM Executable images, user autho-
rization file, site-independent startup
and shutdown command procedures,
. system parameter files, paging file,
swap file, crash dump file

[SYSLIB] SYS$LIBRARY Macro libraries, object libraries, share—

SYS$SHARE able image libraries, shareable im-

ages

[SYSHLP] SYS$HELP Help libraries

[SYSMSG] SYS$MESSAGE Error message files

[SYSMGR] SYS$MANAGER Site-specific startup and shutdown
command procedures, print forms
definitions, operator’s log, account—
ing file

[SYSMAINT] SYS$MAINTENANCE Hardware diagnostics (not distributed
with VMS)

[SYSTEST] SYS$TEST UETP command procedures, im-
ages, data

[SYSERR] SYS$ERRORLOG Error log file

[SYSUPD] SYS$UPDATE Command procedures used for sys-
tem installation, upgrade, and up-
date

[SYSUPD.EXAMPLES] SYS$EXAMPLES Sample source programs such as
device drivers and system services

[SYSCBI] SYS$INSTRUCTION Computer-based instruction soft-
ware

[SYS$LDR] SYS$LOADABLE_IMAGES Loadable executive images and de-
vice drivers

[SYS$STARTUP] SYS$STARTUP Start-up command procedures
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Figure 1-22: System Directory Tree Diagram
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Concealed Root Directories

* Allows flexible handling of multiple versions of VMS on the same system
*  The system root directories are of the form: [SYSn]
— Where “n” is a single hexadecimal digit from 0 through F
— A typical VMS system will only have one system root directory: [SYSO]
* Be sure not to mix the use of root directory names and top-level directory names:

Incorrect: SYS$SYSROOT: [SYSO.SYSEXE]LINK.EXE

Correct: SYS$SYSROOT: [ SYSEXE] LINK.EXE
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System File and Directory Protection

‘System directories distributed with sufficient protection

The VMS system manager should NOT change their protection
» Be sure you fully understand the VMS file protection mechanisms
— Consult the command description for SET PROTECTION in the VMS DCL Dictionary.

» Don't forget you can actually over-protect centain files, usually by accident

1- 52 Understanding the User Environment



Software Available for VMS Systems

Table 1-4: Programs and Utilities Distributed with VMS

Editors and Word Processing Tools

EDT
TPU
EVE

SOS Interactive Text Editor
RUNOFF Text Formatter
SLP Batch Text Editor

Program Development Tools

VAX MACRO Assembler
VAX Linker
VAX Debugger

VAX Librarian
VAX Common Run-Time Library

File Manipulation Tools

VMS COPY Utility
VMS DIRECTCRY Utility
VMS BACKUP Utility

Device and Volume Manipulation Tools

VMS ALLOCATE Utility
VMS INITIALIZE Utility
VMS MOUNT Utility

Assorted Utilities

File Sorting and Merging Utility (SORT/MERGE)
Information Utilities (SHOW)

Personal Mail Utility (MAIL)
Telephone Utility (PHONE)
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Table 1-5: Optional Programs and Utilities Available for VMS

Languages

VAX APL VAX DSM

VAX BASIC VAX FORTRAN

VAX BLISS-32 VAX LISP

VAX C VAX PASCAL

VAX COBOL VAX PUI

VAX CORAL 66 VAX RPG i

VAX DIBOL Professional Host Tool Kit Languages

Development Productivity Tools

VAX Code Management System (CMS)
VAX Language Sensitive Editor (LSE)
DEC Test Manager (DTM)

VAX Module Management System (MMS)
VAX Source Code Analyzer (SCA)

Graphics Tools

VAX ReGlIS Graphics Library (RGL)
VAX DECgraph Plotting Package

VAX DECslide Graphic Presentation Utility
VAX Graphics Kernel System (GKS)

Information and Data Management Products

VAX Common Data Dictionary (CDD)
VAX DATATRIEVE
VAX Database Management System (DBMS)

VAX Forms Management System (FMS)
VAX Terminal Data Management System (TDMS)
Rdb

Office Products

ALL-IN-1 Office Menu
VAX DECalc Spreadsheet Calculator
VAX DECspell

Networks and Communications Products

DECnet-VAX
DECnet/SNA Gateway Products
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User Working Environment
« The software working environment (process) established with the User Authorization File
(UAF)
* Each user has a record in the UAF
* Each process contains various informational parameters, among these:
— User name
— Password
— Account name
— Process name
— UIC
— Process identification number (PID)
— Interactive terminal specification (interactive processes only)
— Default device and directory specification
* Each process also contains various control parameters:
— Priority
— Resource limits (Quotas)
— Privileges

* Many parameters come from the user’s UAF record; others are defined or recorded by VMS
when the user logs in
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Table 1-6: Parameters that Identify Interactive Processes

Syntax/
Parameter Function Examples
Account Name Identifies a user whose com-—  1-8 characters

Default Device and Di-
rectory Specification

Interactive Terminal/

Specification
Password

Process Identification
Number (PID)

Process Name

User Identification Code
(U1c)

User Name

puter usage is combined for
billing purposes.

Names the device and direc—
tory where, by default, you
keep your files.

Names the terminal you are
using.

Confirms your right to log in.

Identifies your process to the
operating system.

Identifies your process to other
users.

Names the owner of a given
mass storage volume (disk
pack or tape reel), file, or
other data structure; also used
to name the owner of a given
process.

Names the record in the user

authorization file through which

you have gained system ac—
cess.

CC2E4
(See MODULE 2)

DISK$USER: [SMITH]

TXC3

1-31 characters

phantom

8 hexadecimal digits

000004B3
1-15 characters

SMITH

1-15 alphanumeric characters, or 2 oc—
tal numbers separated by a comma,
and enclosed by brackets. When us-
ing 2 octal numbers, the numbers lie
between 0 and 37776, and 0 and 177776,
respectively.

[SMITH]
[214,377]

1-12 characters

SMITH
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Table 1-7: Parameters that Control Interactive Processes

Syntax/
Parameter Function Examples
Prioﬁty Determines how soon oper- Decimal integer between 0 and 31
ations are executed, relative
to other processes present
on the system.
Privileges Determines which protected Refer to the VMS DCL Dictionary for a

Resource Limits

system operations you are
allowed to perform.

Determines how much of cer—
tain system resources you can
consume.

complete list of privileges.

OPER
GROUP
GRPNAM

Decimal integers, the range of which
depends on the parameter. See the
VMS DCL Dictionary for a comprehen—
sive list.

Open file quota: 20
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Example 1-1: Displaying the Values of Your Process Parameters

$

$ SHOW PROCESS/ALL

29-FEB-1988 18:31:45.57 TXB4: User: SMITH

Pid: 00000145 Proc. name: SMITH 1 UIC: [ADMIN, SMITH]

Priority: 4 Default file spec: DISKS$USER: [SMITH]
Devices allocated: TXB4:

Process Quotas:
Account name: PUBLIC

CPU limit: Infinite Direct I/O limit:
Buffered I/0 byte count quota: 4000 Buffered I/O limit:
Timer queue entry quota: 10 Open file quota:
Paging file quota: 9064 Subprocess quota:
Default page fault cluster: 64 AST quota:

Enqueue quota: 30 Shared file limit:
Max detached processes: 0 Max active jobs:

Accounting information:

Buffered I/O count: 176 Peak working set size: 335
Direct I/O count: 47 Peak virtual size: 2210
Page faults: 1077 Mounted volumes: 0
Images activated: 8
Elapsed CPU time: 0 00:00:05.62
Connect time: 0 00:02:00.50
Process privileges:
TMPMBX may create temporary mailbox
NETMBX may create network device
Process rights identifiers:
INTERACTIVE
LOCAL
Process Dynamic Memory Area
Current Size (bytes) 25600 Current Total Size (pages)
Free Space (bytes) 21744 Space in Use (bytes)
Size of Largest Block 21712 Size of Smallest Block
Number of Free Blocks 3 Free Blocks LEQU 32 Bytes

Processes in this tree:

Bob Smith
SMITH 1 (*)
$
$
$ SHOW WORKING_ SET
Working Set /Limit= 200 /Quota= 500 /Extent= 1000

18

19

22

Adjustment enabled Authorized Quota= 500 Authorized Extent= 1000

$
$
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Learning Aids

» Software documentation
— Extensive documentation exists for every component of the VMS system
— Places to search when looking for a particular topic:

Overview of VMS Documentation
VMS Master Index

— Other major sources of information on VMS and optional software:

VMS System Software Handbook
VMS Software Product Description (SPD)
VMS Software Languages and Tools Handbook

* Course offerings
— DIGITAL offers a wide variety of courses in two formats:

Lecture/Lab (at DIGITAL facilities or on the customer’s site)
Self-Paced Instruction (SPI)

» Contact your nearest DIGITAL Customer Training Center or your DIGITAL sales represen—
tative for more information
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SUMMARY

* VAX system configurations can be classified as:

Single processors

Multiple processor configurations

* Asingle processor configuration is any single VAX processor and its peripheral devices.

* There are three types of multiple processor configurations:

Tightly coupled configurations — multiprocessors
Loosely coupled configurations — networks

VAXcluster Systems — configured midway between multiprocessors and networks

*  Multiple processor configurations consist of:

Processors
Interconnects
Peripheral devices
Communication devices
Transmission media

Terminal servers (optional)

* Device names have the form: ddcu

* Alocal area network (LAN) spans a limited geographical area.

* A wide area network (WAN) spans a larger area.

*  Important difference between a network and a VAXcluster System:

Sharing of information between nodes is much faster and easier in a cluster due to
software-synchronized access to shared resources in a cluster
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»  Major software components of VMS
— DCL
— Processes

Software context
Hardware context
Virtual address space
Image

— Memory management subsystem
Page fauit handler
Modified page writer
Swapper
— Scheduler
* Important memory-related system files
— Paging files
— Swap files
»  Four processor access modes
— Kemel
— Executive
— Supervisor
— User
*  System directories
— Contain system files
— Have system-wide logical names assigned to them
— Contain subdirectories of the system directory with concealed logical name of SYS$SYSROOT

— Should be suitably protected to ensure security
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MODULE 2
MANAGING SYSTEM USERS
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INTRODUCTION

The resources of a single VMS operating system are limited. A given configuration has a fixed
amount of physical memory and disk storage. It also has a fixed number of peripheral devices.
All system users must share these resources.

VMS restricts each user’s access to system resources. By controlling these restrictions, the
system manager can promote fair and effective resource sharing.

VMS also restricts each user’s ability to affect other users and VMS itself. The system manager
and individual users can maintain system security by controlling these restrictions.

The principal VMS features that regulate individual processes are:
«  Priority

» Privileges

+ Limits

+ Disk quotas

*  Protection

*+  Access mode

To define restrictions on individual user processes and to record system activity, the system
manager uses certain VMS utilities and DCL commands. These utilities and commands create
and maintain the following files, which are discussed in this module:

»  User authorization file (SYS$SYSTEM:SYSUAF.DAT)
» Quota files on disk volumes ([000000]JQUOTA.SYS)
» Login files (for example, SYS$MANAGER:SYLOGIN.COM)

The system manager or operator must also respond to requests for assistance and send mes—
sages to users. The manager uses several utilities, including the MAIL and PHONE utilities, to
accomplish this.
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OBJECTIVES

To divide limited system resources among users and processes, a system manager should be
able to:

+ Identify the relationships between process characteristics and the information stored in UAF
records.

+ Add a user account to the system by creating the necessary user authorization records,
directories, and disk quotas.

* Remove a user account from the system.

* Regulate the use of system resources.

* Regulate processes running on the system.

» Roestrict the abilities of certain users or applications.

+ Communicate with system users and operators.

RESOURCES

The following publications are referenced in this module:
1. VMS DCL Dictionary

VMS System Manager’s Manual

Guide to Setting Up a VMS System

Guide to Maintaining a VMS System

VMS SYSMAN Utility Manual

VMS Authorize Utility Manual

N o o & w0 N

Guide to VMS System Security
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DEFINING THE USER ENVIRONMENT

User Authorization File (UAF)

»  Users are identified on VMS systems by user names

* The system manager defines user names in the user authorization file (UAF)

* User name records are often called accounts
» Each UAF record consists of a number of fields:
— User name
— Encoded password
— Default device and directory
— Access restrictions
— Quotas and limits
— Privileges
— UIC and identifiers

* The system manager can modify any record field

» Field values should reflect the needs of users and system resources

¢ The AUTHORIZE utility is used to manage the UAF:
— Specifies who may use the system
— Defines the user’s default device and directory

— Limits the amount of space in memory for each user

— Permits interaction between users by establishing groups

— Runs a command procedure for any user at login time

— Limits the number of files a user may have open at any one time

— Sets limits on other resources
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Example 2-1: UAF Record

$

$ SET DEFAULT SYS$SYSTEM
$ RUN AUTHORIZE

UAF> SHOW SMITH

Username: SMITH 2 Owner: MARY SMITH

Account: J11MGT 4 UIC:

Default: WORK1 : [SMITH]
LGICMD: SYSSMANAGER:GRP11LOGIN

[11,200] ([J11MGT,SMITH])

1
3
$ CLI: DCL 6 Tables: DCLTABLES
7
8
9

Login Flags: Diswelcome Disnewmail

10Primary days: Mon Tue Wed Thu Fri
Secondary days: Sat Sun
Primary 000000000011111111112222 Secondary
Day Hours 012345678901234567890123 Day Hours

Network:  =—————w-- -

Batch: = ---=---- A -

Local: ##### Full access ######

Dialup:  -====--- (22222241 EEEEEE

Remote: = -————---- R -

Expiration: {none) Pwdminimum:

Pwdlifetime: 180 00:00 Pwdchange:

Last Login: (none) (interactive),
11Maxjobs: 0 Fillm: 20 Bytlm:

Maxacct jobs: 0 Shrfillm: 0 Pbytlm:

Maxdetach: 0 BIOlm: 6 JTquota:

Prclm: 2 DIOlm: 6 WSdef:

Prio: 4 ASTlm: 10 Wsquo:

Queprio: 4 TQElm: 10 WsSextent:

CPU: (none) Englm: 10 Pgflquo:

12Authorized Privileges:
GROUP TMPMBX NETMBX
Default Privileges:
TMPMBX NETMBX

UAF> EXIT

000000000011111111112222
012345678901234567890123
----- No access -——=—=-
----- No access ------
$#### Full access ######
----- No access -——-—--
----- No access —===--
6 Login Fails: 0
(pre-expired)

(none) (non-interactive)

4096
0
1024
150
200
500
10000

%UAF-I-NOMODS, no modifications made to system authorization file
$UAF-I-NAFNOMODS, no modifications made to network authorization file

%UAF-I~RDBNOMODS, no modifications made to right
$
$
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Table 2-1:

Fields in a UAF Record Usually Unique to Each User

Field

Meaning

AUTHORIZE
Qualifier Keyt

User Name Identifies user for whom VMS creates process.

Password

uiC

Owner

Default

Typed in response to Username: prompt.

Confirms identity of user. Typed in response to
Password: prompt. Note that it is possible to create
an “OPEN" account by specifying a null password
(/PASSWORD=""). The passworn: prompt is not
output for OPEN accounts.

Used to enforce protection of devices, volumes,
and files. Also used to regulate ability of process
to communicate with and affect other processes.
(UIC may be displayed in a numerical or character
string form.)

Records full name of user, for convenience of the
system manager. Not used by VMS. To allow
spaces in the name, enclose it in quotation marks.

Used by VMS to establish both initial default device
and initial default directory at login time.

Note that it is preferable to identify the default de—
vice by a logical name based on the volume label
(such as WORK1) rather than by a physical device
name (such as DUA1).

User name is a pa- 1
rameter, not a qual-

ifier.

/PASSWORD b o
/0IC 4
/OWNER 2
/DEVICE 7
/DIRECTORY

tRefer to Example 2-1 for key numbers.
$Not displayed, to preserve integrity.
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Table 2-2: Fields in a UAF Record Usually Common to Groups of Users
AUTHORIZE
Field Meaning Qualifier Keyt
Account Used by ACCOUNTING utility to identify processes /ACCOUNT 3
whose activities are billed in common. To include
spaces in the account name, enclose it in quotation
marks.
CLI Command language interpreter. Usually, DCL. /CLI 5
Tables " Specifies which CLI table the process will use. /CLITABLES 6
(Create a new CLI table by using the Command
Definition utility to copy an existing CLI table. Then
use the same utility to modify the new table by
removing or adding commands to it.)
LGICMD Specifies a system—wide or group—wide login com— /LGICMD 8
mand file. Commands in this file are executed before
the user can issue commands interactively or through
a batch command file. The manager typically assigns
the same login file to all members of a group, or to
all users on the system. (If this field is left blank,
VMS executes the LOGIN.COM file in the user’s
default directory before executing user commands.)
Login flags Special restrictions during and after logging in to the /FLAGS 9
system.
Primary Access allowed during specific times and days, and /ACCESS 10
days with specific access modes. /PRIMARY
Secondary /INTERACTIVE
days /NETWORK
/BATCH
/LOCAL
/DIALUP
/REMOTE
Limits Used to restrict use of various resources by process. One qualifier for each limit. 11
For example:
/TQELM
/ASTLM
Privileges Privileges to add to user record or remove from user /PRIVILEGES 12
record. Default privileges are given to user at login. /DEFPRIVILEGES

Authorized privileges are given when user enters SET
PROCESS/PRIVILEGE command.

Qualifiers have a keyword for
each privilege. For example,
GRPNAM (to add this priv—
ilege) and NOGRPNAM (to
delete it).

fRefer to Example 2-1 for key numbers.
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AUTHORIZE Utility

» Standard UAF file shipped with VMS

— SYS$SYSTEM:SYSUAF.DAT

» Contains four DIGITAL-supplied UAF records:

— SYSTEM
— FIELD

— SYSTEST
— DEFAULT

Table 2-3: Standard User Records in the User Authorization File

User Name (and
Initial Password)
of UAF Record

Purpose of This Record

SYSTEM (MANAGER)'

SYSTEST (UETP)?2

FIELD (SERVICE)?
DEFAULT (USER)!

For software installation, system bootstrapping, and system
problem diagnosis.

Do not log in as SYSTEM for routine system management
functions. There are too many dangerous privileges, particularly
BYPASS. Create a UAF record with UIC [1,4] and SETPRYV,
but without dangerous privileges, to use for routine system
management functions. NOTE: You should substitute the
READALL privilege for BYPASS.

Runs the User Environment Test Package (UETP), which tests
VMS hardware and software

Runs hardware diagnostics
Not possible to log in as DEFAULT.

The AUTHORIZE command ADD uses this record to supply
default values for new UAF records.

! These records are present whenever a UAF is created. They cannot be removed or renamed. The password of
DEFAULT cannot be changed. System security requires that you change the password of SYSTEM.

2 These records are present in the UAF that is distributed with VMS. It is possible to remove them, but removal
is not recommended. System security requires that you change the passwords of SYSTEST and FIELD.
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Table 2-4: Starting the AUTHORIZE Utility

Step DCL Commands

Comments

1

Login as SYSTEM

2 $ SET DEFAULT SYS$SYSTEM

3 $ RUN AUTHORIZE

You need to be in a system account (group number
0-10) to run the AUTHORIZE utility. To accomplish
this, log in using the SYSTEM user name or another
user name that specifies a system UAF record, or give
yourself the SYSPRYV privilege while in a nonsystem
process. The SYSPRYV privilege allows you to do the
same things you can do in a system process.

The AUTHORIZE utility always manages the
SYSUAF.DAT file stored in the current default di-
rectory for your process. To affect the system-wide
UAF file, SYS$SYSTEM:SYSUAF.DAT, set your default
to SYS$SYSTEM.

If the SYSUAF.DAT file does not exist, AUTHORIZE
asks whether you want to create a SYSUAF.DAT. If you
answer “yes,” it creates one.

If you know SYS$SYSTEM:SYSUAF.DAT really does
exist, answer “no.” Then:

1. Make sure that the system logical name SYSUAF
points to SYS$SYSTEM:SYSUAF.DAT, if the
logical name exists. The module Customizing
the System discusses how to display and modify
system logical names in more detail.

2. Follow steps 1-3 again.
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Table 2-5: Summary of AUTHORIZE Commands

Command Function

ADD Add a user

MODIFY Modify a user record

REMOVE Remove a user

RENAME Rename a user record

coPY Copy one user record to another

LIST Create a file of user names that can be printed
SHOW Display user records

HELP List commands and qualifiers available

EXIT Return to DCL
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Figure 2-1: Adding and Using a UAF Record

s R

$ SET DEFAULT SYS$SYSTEM
$ RUN AUTHORIZE

UAF>ADD SMITH-

_UAF> /PASSWORD=SECRET
UAF>EXIT

$

(2R

SYSTEM MANAGER

USER AUTHORIZATION FILE
SYS$SYSTEM:SYSUAF.DAT

RECORD: USER NAME SMITH

f )

Username: SMITH
Password:

Welcome to VAX/VMS V5.0
$

A
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Table 2-6: Managing the User Authorization File with the AUTHORIZE Utility

Operation on the UAF

Command Format and Examples

Displays the complete UAF record for
account JONES on your terminal.

Displays an abbreviated list of all accounts
in the UAF file on your terminal.

Displays an abbreviated list on your
terminal of all accounts starting with the
letter “B.”

Writes a brief list of all accounts to the file
SYSUAF.LIS.

Writes a list of complete values for all
accounts starting with the letter “B” to the
file SYSUAF.LIS.

Adds a new user record, copying all
values not specified by qualifiers from
the DEFAULT record (If the /PASSWORD
qualifier is omitted, the password “USER”
is supplied.)

Adds a new user record, copying all
values (except password) not specified by
qualifiers from an existing user record (You
must specify the password, even if it is to
remain the same.)

Modifies an existing user record.
Modifies al! existing user records.

Modifies all existing user records with the
same group UIC.

Renames an existing user record (You
must specify the password, even if it is to
remain the same.)

Modifies the DEFAULT record (The qualifier
/PASSWORD does not affect the default
password, which is always “USER.”)

Removes an existing user record.

UAF> SHOW user-name
UAF> SHOW JONES

UAF> SHOW/BRIEF *

UAF> SHOW/BRIEF B*

UAF> LIST user-name
UAF> LIST *

UAF> LIST/FULL B*

UAF> ADD new-user-name [/qualifier...]
UAF> ADD SMITH /PASSWORD=SECRET .

UAF> COPY existing-user-name new-user-name -
_UAF> /PASSWORD=password [/qualifier]([,...]
UAF> COPY SMITH JONES /PASSW=FRANK

UAF> MODIFY user-name /qualifier(,...]
UAF> MODIFY SMITH /DEVICE=WORKDISK

UAF> MODIFY * /qualifier[,...]
UAF> MODIFY * /PRCLM=5

UAF> MODIFY [group-number, *] /qualifier(,...]
UAF> MODIFY (310, *] /LGICMD=GRP310:LOGIN.COM

UAF> RENAME existing-user-name -
_UAF> new-user-name /PASSWORD=password
UAF> RENAME PRAUSS MASON /PASSWORD=JAR

UAF> MODIFY DEFAULT /qualifier(,...]
UAF> MODIFY DEFAULT -
_UAF> /DEV=DISK_SCRATCH /DIR=[GUEST]

UAF> REMOVE user-name
UAF> REMOVE MASON
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The AUTHORIZE utility lists UAF records alphabetically by user name.

Example 2-2: Brief List of UAF Records

$

$ SET DEFAULT SYS$SYSTEM

$ RUN AUTHORIZE

UAF> LIST

SUAF-I-LSTMSGl, writing listing file

%UAF-I-LSTMSG2, listing file SYSUAF.LIS complete

UAF> EXIT

$UAF-I-NOMODS, no modifications made to system authorization file
$UAF-I-NAFNOMODS, no modifications made to network authorization file
%UAF-I-RDBNOMODS, no modifications made to rights database

$
$
$ TYPE SYSUAF.LIS
Owner Username UIC Account Privs Pri Default Directory
JO ANN ALBERT ALBERT [21,5] Normal 4 WORK1: [ALBERT])
BOB CAMPBELL CAMPBELL [101,25] Normal 4 WORK2: [CAMPBELL]
NANCY CLARK CLARK (11,20} . Normal 4 WORK1: [CLARK]
DECNET DECNET [240,240] NETWORK  Normal 4 SYS$SYSDEVICE: [DECNET]
JOHN DOE DOE [370, 64] J65 Normal 4 CLASS DISK:[PAYROLL.DOE64]
FIELD SERVICE FIELD [1,10] SYSTEM All 4 SYS$SYSROOT: [SYSMAINT]
PETER HARBO HARBO [31,7] Normal 4 WORK1: [HARBO]
SYSTEM DEFAULT JONES [200,200] Normal 4 WORK1: [USER]
LIGHT {101,110] Normal 4 WORK2: [LIGHT]
ROGERS [21,210] Normal 4 WORK1:[ROGERS]
SYSTEM DEFAULT SEMINAR [53,1] Normal 4 WORK2: [SEMINAR]
MARY SMITH SMITH [11,200] J26MGT Group 4 WORK1:[SYSMGR]
SYSTEM MANAGER SYSTEM [1,4] SYSTEM All 4 SYS$SYSROOT: [SYSMGR]
SYSTEST-UETP SYSTEST [1M7] SYSTEM All 4 SYS$SYSROOT: [SYSTEST]
WALDMAN [31,310] Normal 4 WORK2: [WALDMAN]
$
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Creating a User Account

+  Creating accounts for your user environment requires advanced considerations:
— Variety of user categories
— Security and sharing

— Management of auxiliary storage (disks)

Preparing to Create the Account

* Primary considerations when going to add a new user:
— How should the user be categorized?
— Where should the user’s disk files reside by default?
*  When the user’s requirements are understood, determine nondefault field values:
— User name and password
— User identification code (UIC)
— Default device and directory
— Special resource quotas
— Additional security parameters

— Login command procedures to be executed
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Creating the Default Disk Directory

«  When a user logs in, VMS uses the UAF record to define the default device and directory
— Called the user file directory (UFD)
— Usually named similar to the user name
— The logical name SYS$LOGIN created to point to the UFD

«  AUTHORIZE does not create the default directory

— System manager creates the default directory using DCL commands (or a DCL
procedure)

« Each disk volume contains a master file directory (MFD)
— The “top-level” directory on the volume
— Contains UFDs (and possibly other files)
« A corresponding entry in the volume’s disk quota file must be created

— Only if disk quotas are enabled on the volume

Setting the Disk Quotas

* The System Management (SYSMAN) Utility contains DISKQUOTA commands
— Creates and maintains disk quota files
— Assigns disk quotas to users
— Monitors disk usage

« SYSMAN performs operations on the device name by the /DEVICE qualifier
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Table 2-7: Creating a User’s Default Directory or Other UFD

Step Commands

Comments

1

$ SET DEFAULT volume-name

$ CREATE/DIRECTORY -
_$ /OWNER=uic ufd-name -
_$ /PROTECTION= (prot-mask)

$ DIR volume-name: {000000]

if the volume is not mounted, follow the in-
structions for mounting it in MODULE 4. Use
the name of the device where the volume is
loaded or the logical name of the volume for the
volume-name part of this command. More de-
tailed information on device hames and volumes
are presented in MODULE 4.

The UIC supplied with the /OWNER qualifier
should be the user’s own UIC, as recorded in
the UAF. A user should always own a private
UFD (one that is not shared with anyone else).
The /OWNER qualifier requires SYSPRV. (See
Figure 2-2)

NOTE: Users may not create their own UFD
unless they have write access to the Master File
Directory (MFD) for the volume. Also, be sure
to protect the new UFD with the appropriate
protection mask.

List the contents of the MFD to check that you
did create a User File Directory in it, or set your
default to [000000] on the volume and list the
name of the directory as shown in Figure 2-2.
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Figure 2-2: Creating a User File Directory (UFD)

.

$ SET DEFAULT DISK$DATA
$ CREATE/DIRECTORY-
_$/OWNER_UIC=[11,2]-
“$[SMITH]

$ SET DEFAULT [000000]

$ DIR SMITH.DIR

~

J MASTER FILE DIRECTORY

[000000]000000.DIR ——

= USER FILE DIRECTORIES

——
SYSTEM MANAGER

ON VOLUME DISK$DATA

—> [000000]SMITH.DIR

USER FILE
[SMITH]FILE.DAT

4 N

Username: SMITH

Password:

Welcome to TIDE

$

$ EDIT [SMITH]FILE.DAT
\_ y,

USER WITH UFD [SMITH] ON DISK$DATA
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Table 2-8: Basic Steps to Add a New User to the System

Commandt

Comments

$ SET DEFAULT SYS$SYSTEM

$ RUN SYSMAN

SYSMAN> DISKQUOTA ADD [11,15] -

_SYSMAN> /DEVICE=DISK$USER /PERMQUOTA=200 -
_SYSMAN> /OVERDRAFT=50

$ RUN AUTHORIZE

UAF> ADD SMITH/PASSWORD=PERCHANCE -
_UAF> /DEVICE=DISK$USER/DIRECTORY=[SMITH] -
_UAF> /UIC=[ADMIN, SMITH)

UAF> EXIT

$ CREATE/DIRECTORY USER1: [SMITH] ~
_$ /OWNER=[ADMIN, SMITH] -
_$ /PROTECTION=(S:RWED, O:RWE,G:RE,W:E)

Set your default disk directory to the system
directory in which SYSUAF.DAT resides.

Invoke the System Management (SYS-
MAN) utility to assign the user disk quota.

Iinvoke the AUTHORIZE utility.

Add the new account SMITH, using the
default UAF record values for those fields
not specified in the ADD command. ADMIN
and SMITH identifiers should exist in order
for /UIC qualifier to work.

Exit from the AUTHORIZE utility and return
to DCL.

Create the user’s default disk directory
on the default device as specified when
the UAF record was created. Note that
the disk directory can be created before
the UAF record is created. The protection
mask given to the new directory is only an
example; the exact protection mask should
reflect your particular system’s security

policy.

tYou must be logged in to either the SYSTEM account or an account with the SYSPRV privilege enabled.
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Steps for Adding a User

Example 2-3: Adding a System User

$
$ SET DEFAULT SYS$SYSTEM
$ RUN SYSMAN
SYSMAN> DISKQUOTA ADD [11,15] /DEVICE=DISK$USER /PERMQUOTA=500 /OVERDRAFT=100
SYSMAN> EXIT
$
$ CREATE/DIRECTORY /OWNER UIC={11,15] DISK$SUSER: [BROWN]
5
$ RUN AUTHORIZE
UAF> ADD BROWN /PASSWORD=ENIGMA /UIC=[11,15] -
UAF> /DEVICE=DISK$USER /DIRECTORY=[BROWN] -
"UAF> /OWNER="Mary Brown" /ACCOUNT=GRP11
$UAF-I-ADDMSG, user record successfully added
$UAF~-I-RDBADDMSGU, identifier BROWN value: [000011,000015] 'added to RIGHTSLIST.DAT
UAF> EXIT
%UAF-I-DONEMSG, system authorization file modified
%UAF-I-RDBDONEMSG, rights database modified
$ LOGOUT

(Now try logging into the new BROWN account)

Username: BROWN
Password:
Welcome to VMS Version 5.0

$ SHOW PROCESS

17-NOV-~1988 14:23:22.80 TTCl: User: BROWN

Pid: 00001231 Proc. name: BROWN UIC: [GRP11.BROWN]
Priority: 4 Default file spec: DISKSUSER:[BROWN]

Devices allocated: TTCl:
$
$ SHOW DEFAULT
DISKSUSER: [BROWN]
$
$ SHOW QUOTA
User [BROWN] has 6 blocks used, 494 available, of 500
authorized and permitted overdraft of 100 blocks on DISK$USER
$
$
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Modifying the DEFAULT Record

* The AUTHORIZE ADD command is similar in function to the COPY command.
— Simulates copying of the DEFAULT record for the new user.
* The DEFAULT record is used as a template to specify most field values.
— The password field should always be specified when using the ADD command.

* Modify the DEFAULT record to reflect typical user account requirements.

Tailoring User Accounts
UAF record fields fall into four basic categories:
1. Identification and environment

2. Access and security

3. Quotas and resource limits

4

Privileges
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Example 2-4: UAF Record Field Categories

Username: SMITH Owner: MARY SMITH

Account: J11MGT UIC: [11,200] ([J11MGT,SMITH])
CLI: DCL Tables: DCLTABLES

Default: WORK1 : [SMITH]

LGICMD: SYS$SMANAGER:GRP11LOGIN

Login Flags: Diswelcome Disnewmail

Primary days: Mon Tue Wed Thu Fri

Secondary days: Sat Sun

Primary 000000000011111111112222 Secondary 000000000011111111112222
Day Hours 012345678901234567890123 Day Hours 012345678901234567890123
Network:  -—--===-- 4R~  emee- No access =—-----
Batch: = ~—-—----- -~~~ = m=e-- No access ------
Local: ####¥ Full access ###### ####3 Full access ######
Dialup:  ====---- 4R -~ ==-- No access -—-~----
Remote:  =——==-e-- AR ------ = mmee- No access =—===---
Expiration: (none) Pwdminimum: 6 Login Fails: 0
Pwdlifetime: 180 00:00 Pwdchange: (pre-expired)

Last Login: (none) (interactive), (none) (non-interactive)
Maxjobs: 0 Fillm: 20 Bytlm: 4096

Maxacct jobs: 0 Shrfillm: 0 Pbytlm: 0

Maxdetach: 0 BIOlm: 6 JTquota: 1024

Prclm: 2 DIOlm: 6 WSdef: 150

Prio: 4 ASTlm: 10 WSquo: 200

Queprio: 4 TQElm: 10 WSextent: 500

CPU: (none) Englm: 10 Pgflquo: 10000

Authorized Privileges:
GROUP TMPMBX NETMBX

Default Privileges:
TMPMBX NETMBX

. Notes on Example 2—4

In Example 2-4, each of the following field categories are grouped together, starting with a

numbered identifier:

1 Identification and environment fields
2 Access and security fields

3 Quotas and resource limits fields

4  Privileges fields
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Identification and Environment Fields

» Certain UAF record fields are used for:

— Accounting

— User identification

— Environment initialization

Table 2-9: AUTHORIZE Qualifiers for Identification and Environment Fields

Qualifier

“Function

/ACCOUNT=account~name
/CLI=cli-name
/CLITABLES=table-name
/DEVICE=device-name
/DIRECTORY

/LGICMD=file-spec

/OWNER=owner-name

/UIC=uic

A 1 to 8 alphanumeric character string identifying the account.
Name of the default command language interpreter.

Specifies user-defined CLI tables for the account.

Specifies the default disk device at login.

Specifies the default disk directory at login.

Specifies the name of the login command procedure to be
executed after the system-wide login procedure is executed (if
one exists).

Specifies a 1 to 31 character string identifying the owner of the
account.

Specifies the user identification code (UIC) for the account.
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Login Command Procedures

« Define the user environment using login command procedures
— System-wide login command procedure
— Other login command procedures (created by system manager or user)

* Login command procedures are executed each time an interactive process or batch job is
created

* VMS finds these command procedures in:
— System logical name SYS$SYLOGIN (system-wide procedure)
— LGICMD field in each user's UAF record
— Default user login file LOGIN.COM

* VMS login command procedure execution sequence:
— If SYS$SYLOGIN defined, execute command file it designates
— If LGICMD contains name of command procedure, execute it
— If LGICMD blank, execute SYS$LOGIN:LOGIN.COM

»  Four common uses of login command procedures:
— Personal login only
— System and personal login
— System and group login

— Captive login |
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Table 2-10: Typical Login Command Procedures (DCL)

Function of Login Command Files

Definition of System

Logical Name SYS$SYLOGIN
and UAF

Record Field LGICMD

Personal login only:
DCL users create the file LOGIN.COM in their own login
default directories to customize their own environments.

System and personal login:

The system manager creates the DCL command file
SYS$MANAGER:SYLOGIN.COM to customize a com-
mon user environment for all users on the system, and
users each create a file, LOGIN.COM, in their own login
default directories to customize their own environments.

System and group login:

The system manager creates the DCL command file
SYS$MANAGER:SYLOGIN.COM to customize a com-
mon user environment for all users on the system, and
group managers create a DCL command file to customize
a common user environment for all users in their group.

Captive login:

The system manager creates a file in the SYSSMANAGER
directory, such as SYS$MANAGER:CAPTIVE.COM, to
customize the user environment and prevent a user from
changing it. Typically, the command procedure examines
each DCL command the user enters, to decide whether
or not to allow it to be executed. It may even implement
a private command language for the user. Turnkey ac-
counts may also use the captive login method. Typically,
more than one person uses a turnkey account. When
users log in to a turnkey account, the login procedure
runs a program for them, and they communicate with that
program. Normally, a user of a turnkey account never
sees the DCL prompt (see Example 2-5).

SYS$SYLOGIN undefined
LGICMD undefined

SYS$SYLOGIN defined as
SYS$MANAGER:SYLOGIN

LGICMD undefined

SYS$SYLOGIN defined as
SYS$MANAGER:SYLOGIN

LGICMD defined as the file cre—
ated for the group that the user
belongs to (see Example 2-4).

SYS$SYLOGIN definition optional;
affects captive and non—captive
users.

LGICMD contains the name of

a captive command procedure,
such as
SYS$MANAGER:CAPTIVE, or a
logical name translating to the cap-
tive command procedure name. A
captive command procedure must
contain a loop to prevent it from
exiting, and the FLAGS field of
the UAF record must specify the
CAPTIVE, DISCTLY, and LOCK-
PWD flags. Table 2-13 discusses
the FLAGS field of the UAF record
further.
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Example 2-5: Using a Turnkey Account

Username: SPECULATE
Password:

Welcome to SPECULATE

Speculate> USE INVESTMENT DATA

Spec: Consider it done.

Speculate> COMPUTE FOR NEXT 10 YEARS
SPEC: Please specify commodity.
Speculate> GOLD

" Spec: $933,999,456,657.32

Speculate>

(User continues to interact with the SPECULATE program)

Speculate> BYE
SPECULATE logged out at 20-OCT-1983 16:00:15.16
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Access and Security Fields

*  Used to limit the use of the account according to time/day or access mode
* Used to limit certain capabilities once logged into the system

* Used to authenticate user requests for access to files and other resources

Access Times and Modes

* You can limit an account's access to the system in three ways:
— Time of the day
— Day of the week
— Access mode

* You can combine these values to further specify the account’s ability to gain access to the
system:

UAF> MODIFY SMITH/LOCAL=(PRIMARY, 8-17, SECONDARY, 8-17)
UAF> MODIFY SMITH/DIALUP=(PRIMARY, 17-8, SECONDARY, 17-8)
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Table 2-11: Login Access Modes

Mode Description

INTERACTIVE Any kind of interactive login

LOCAL Directly connected terminals (no LATs or modems)

DIALUP Modem connections using telephone services (or network services
emulating telephone services)

REMOTE Virtual terminal connection across DECnet

BATCH Batch jobs (noninteractive access method)

NETWORK DECnet noninteractive network access, for example: file transfers,

electronic mail to/from other nodes, etc.

Table 2-12: AUTHORIZE Qualifiers for Access Fields

Qualifier Function

/ACCESS [=(rangel[, ...]) Specifies the hours of access for all modes of access.

/BATCH[=(range[, ...]) Specifies hours of access permitted for batch jobs.

/DIALUP [=(rangel[,...1)T Specifies hours of access permitted for dialup jobs.

/INTERACTIVE [=(rangel[, ...1) Specifies hours of access permitted for interactive
logins.

/LOCAL[=(rangel[, ... T Specifies hours of access permitted for interactive logins
initiated on local terminals.

/PRIMEDAYS= ( [NOlday(,...]) Specifies the primary and secondary days of the week

for logins. Specify primary days as MON, TUE, WED,
THU, FRI, SAT, and SUN. Specify secondary days as
NOMON, NOTUE, NOWED, etc.

/NETWORK[=(range[,...]) Specifies hours of access permitted for network batch
jobs.
/REMOTE [= (rangel[,...]) T Specifies hours of access permitted for interactive logins

initiated by network remote terminals.

These are interactive logins, so you can use the /INTERACTIVE qualifier to specify all three interactive access
methods.
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Login Flags

Login flags are used to restrict certain activities of the user job.

Table 2-13: Login Flag Parameters

/FLAG Parametert

Purpose

AUDIT
AUTOLOGIN

CAPTIVE

DEFCLI

DISCTLY
DISFORCE_PWD_CHANGE
DISMAIL

DISNEWMAIL
DISRECONNECT
DISREPORT

DISUSER

DISWELCOME

GENPWD

LOCKPWD

PWD_EXP IRED

PWD2_EXPIRED

Audits all security-relevant actions

Restricts this account to autologins only

Prevents user from changing any defaults at login
Prevents user from changing default CLI or CLI table
Disables CTRL/Y interrupts

Disables forced user expired password changes
Prevents mail delivery to this user

Suppresses “New Mail...” announcements

Disables automated reconnections

Disables time of last login and other security reports
Disables this account completely
Suppressesi“Welcome to...” login message
Requires user to use generated passwords
Prevents user from changing password

Marks password as expired

Marks second password as expired

TAny flag can be prefixed with “NO” to tum off the flag’s intended purpose, for example: /NOLOCKPWD
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Security Fields

Security fields are used to authenticate user requests for access to files and other resources

Table 2-14: AUTHORIZE Qualifiers for Security Fields

Qualifier

Function

/ADD_IDENTIFIER

/EXPIRATION=time

/GENERATE PASSWORD [=keyword]

/MODIFY IDENTIFIERS

/PASSWORD= (pwdl [,pwd2])

/PWDEXP IRED

/PWDLIFETIME=t ime

/PWDMINIMUM=value

/REMOVE_IDENTIFIER

Adds identifiers for the user name and account name to
the rights database.

Expiration date and time of the account.

Invokes the password generator to generate user
passwords. Details of the possible keywords are
discussed in the module Maintaining System Integrity.

Specifies whether the identifier associated with a user
record is to be modified in the rights database.

Specifies the primary and optional secondary passwords.
Specifies whether a password is valid only for the first
login.

Specifies the length of time a password is valid, entered
as a delta-time value.

Specifies the minimum number of characters allowed
for a password.

Specifies whether the user name and account name
identifiers should be removed from the rights database
when the UAF record is removed from SYSUAF.DAT.
Works only for the REMOVE command.
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Quotas and Resource Limits

Table 2-15: AUTHORIZE Qualifiers for Quota Fields

Qualifier Function

/ASTLM=value Number of ASTs the user can have queued at any one time.

/BIOLM=value Maximum number of buffered /O operations the user can have
outstanding at any one time.

/BYTLM=value Maximum number of bytes of nonpaged system dynamic memory

/CPUTIME=t ime

/DIOLM=value

/ENQLM=value
/FILLM=value

/JTQUOTA=value

/MAXACCTJOBS=value

/MAXDETACH=value

/MAXJOBS=value

/PGFLQUOTA=value

/PRCLM=value

/PRIORITY=value

/SHRFILLM=value

/TQEILM=value

/WSDEFAULT=value

/WSEXTENT=value

/WSQUOTA=value

that the user’s job may consume at any one time.

The maximum CPU time a user’s process can take per session,
specified as a delta—time value.

Maximum number of direct /O operations (usually disk) that the
user can have outstanding at any one time.

Maximum number of locks that can be queued at any one time.
Maximum number of files that can be open at one time.

The initial maximum number of bytes with which the job—wide
logical name table is to be created.

Maximum number of batch, interactive, and detached processes
that may be active at any one time for all users of the account.
The default value of 0 represents an unlimited number.

Maximum number of detached processes allowed at any one time.

Maximum number of batch, interactive, detached, and network
processes that may be active at any one time.

Maximum number of pages the user’s process can use in the
system paging files.

Maximum number of subprocesses that can exist at one time for
the user’s process.

The default base priority for all processes created by the user.

Maximum number of shared files the user may have open at any
one time.

Total number of entries in the timer queue, plus the number of
temporary common event flag clusters the user can have at any
one time. :

The number of pages in the user’s default working set.
The number of pages in the user’s working set extent.
The number of pages in the user’s working set quota.
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Privileges

+ Two sets of privileges are specified in each UAF record:
— Authorized privileges
— Default privileges

*  Authorized privileges

— Privileges enabled only by explicit use of the DCL command SET PROCESS/PRIVILEGE

»  Default privileges

— Privileges automatically enabled once the user has logged in

Table 2-16: AUTHORIZE Qualifiers for Privilege Fields

Qualifiert Function

/DEFPRIVILEGES=( [NO]privnamel[,...]) Specifies the list of privileges that are enabled
at login time. The keyword [NOJALL disables or
enables all user privileges.

/PRIVILEGES= ([NO]privnamel[,...]) Specifies the list of privileges granted (but not
enabled) at login time.

tAny privilege keyword used with either qualifier may be prefixed with “NOG” to tum off the privilege.
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Table 2-17:

VMS Privileges

Privilege Description

ACNT May suppress accounting message
ALLSPOOL May allocate spooled device

ALTPRI May set any priority value

BUGCHK May make bug check log entries
BYPASS Bypasses UIC checking

CMEXEC May change mode to exec

CMKRNL May change mode to kernel

DETACH May create detached processes
DIAGNOSE May diagnose devices

EXQUOTA May exceed quota

GROUP May affect other processes in same group
GRPNAM May insert in group logical name table
GRPPRV Group access via system protection
LOG_IO May do logical I/O

MOUNT May execute mount ACP function
NETMBX May create network device

OPER Operator privilege

PFNMAP May map to specific physical pages
PHY_IO May do physical I/0

PRMCEB May create permanent common event clusters
PRMGBL May create permanent global sections
PRMMBX May create permanent mailbox
PSWAPM May change process swap mode
READALL May read anything as the owner
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Table 2-17: VMS Privileges (Cont.)

Privilege

Description

SECURITY
SETPRV
SHARE
SHMEM
SYSGBL
SYSLCK
SYSNAM
SYSPRV
TMPMBX
VOLPRO
WORLD

May perform security functions

May set any privilege bit

May assign channels to nonshared device
May create/delete objects in shared memory
May create system-wide global sections
May lock system-wide resources

May insert in system logical hame table
May access objects via system protection
May create temporary mailbox

May override volume protection

May affect other processes in the world
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Removing a User Account

* Basic steps for most systems:
— Remove the UAF record
— Dispose of any remaining disk files
— Remove the user’s entries in volume quota files (if any)
— Remove associated mail information for the account
*  All steps require that the SYSPRYV privilege be enabled
* Removing the UAF record:
— Use the AUTHORIZE REMOVE command
» Disposing of remaining disk files:

— Save any necessary files using the BACKUP utility (or any other acceptable method,
based on your site’s data management policies)

— Delete all files
* Removing quota file entries on volumes used by the user:

— Use the SYSMAN dtility to remove entries from each volume (requires OPER privilege)

$ SET DEFAULT SYS$SYSTEM

$ RUN SYSMAN

SYSMAN> DISKQUOTA REMOVE uic /DEVICE=volume-name
SYSMAN> EXIT

$

*  Removing mail information:
— Use the MAIL utility to remove the user’s mail address

$ MAIL

MAIL> REMOVE username
MAIL> EXIT

$
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Example 2-6: Command Procedure to Delete a UFD and Its Subdirectories

$! DELTREE.COM (P1 = name of device, P2 = name of directory)
$!

St Command procedure to delete a UFD and all its subdirectories.
$! Procedure deletes files from bottom of specified directory

$! structure to top of structure.

$! Requires SYSPRV privilege or a system UIC

St Back up all useful files before running this procedure.

$!

$ SET NOON

$!

St Get name of directory structure to delete if not already known
$!

$ IF P1 .EQS. "" THEN INQUIRE Pl "Device, omit colon"

$ IF P2 .EQS. "" THEN INQUIRE P2 "Directory (UFD, omit brackets)"
$!

$! Set protection to allow deletion of all files in structure
$!

$ SET PROTECTION=(S:RWED) 'P1l’/:['P2....]%.*;*

$!

st Set up counter and loop label

$!

$  COUNTER=8

SLOOP:

$!

$! Delete files

$!

$ DELETE/LOG 'Pl’ :['P2...]*.%*;*

$!

$! If more files, delete them also

$!

$ COUNTER=COUNTER-1

$ IF COUNTER .GT. O THEN GOTO LOOP

$!

st Delete UFD from MFD

$!

$ SET PROTECTION=(S:RWED) ’P1’:[000000]’P2.DIR
$ DELETE/LOG 'P1’:[000000]’P2.DIR;1

$
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Steps for Removing a User

To remove a user, log in as SYSTEM, or be sure your process the SYSPRV privilege enabled.
If you employ disk quotas, then you will also need OPER privilege. The following comments
are keyed to Example 2—7.

1 Remove Mary Brown’s UAF record. (NOTE: If Mary is just on a long vacation, you
should instead disable her account by entering the MODIFY command with the qualifier
/FLAGS=DISUSER, rather than remove it using these instructions.)

2 Remove Mary Brown’s UFD and subdirectory files on her default volume, using the
command procedure DELTREE.COM shown in Example 2—-6. (Before this step, you should
examine her files and back up those you want to save, or transfer them to another user’s
directory.)

3 Remove Mary Brown’s record in her default volume’s quota file.

NOTE

If Mary has quota records in quota files on other volumes, you should also remove
those records. However, do not remove any quota records if Mary’s UIC is not unique;
if you remove the record, then other users of that UIC will not be able to use space on
that volume.

4 Remove Mary Brown’s mail information.

Example 2-7: Removing a System User

$

$ SET DEFAULT SYSS$SYSTEM

$

$ RUN AUTHORIZE

UAF> REMOVE BROWN

$UAF-I-REMMSG, record removed from SYSUAF.DAT
$UAF-I-RDBREMMSGU, identifier BROWN value: [000011,000015] removed from RIGHTSLIST.DAT
UAF> EXIT

%UAF~I-DONEMSG, system authorization file modified
$UAF-I-RDBDONEMSG, rights database modified

$

$ @DELTREE DISKS$USER BROWN

$

$ RUN SYSMAN Detele

SYSMAN> DISKQUOTA VA [11,15] /DEVICE=DISK$USER
SYSMAN> EXIT

$ MAIL

MAIL> REMOVE BROWN

MAIL> EXTIT

3
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MANAGING USERS ON A DAILY BASIS

«  Common daily management activities:
— Managing user processes
— Managing disk space

— Communicating with users
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Table 2-18: Methods of Regulating VMS Processes

Method of

Regulation Comments

Access to CPU

Priority VMS uses process priority to schedule process execution.

Priority ranges from O (lowest) to 31 (highest).

Timesharing processes have priorities 0—15. VMS can automatically adjust
the priorities of timesharing processes to promote greater CPU sharing.

Real-time processes have priorities 16-31. VMS does not automatically adjust
the priorities of real-time processes.

Ability to affect VMS and system users

Privileges

In many cases, exercising a privilege resuits in the use of physical memory
or other system resources.

There is no restriction on the number of times a process can exercise a
privilege.

Ability to use certain system resources

Limits

Limits restrict the amount of a system resource a process can use at a given
time.

Limits are expressed numerically.

Limits are also called quotas in some documentation. Do not confuse limits
with disk quotas described below.

Ability to store files on a disk volume

Disk quotas

Disk quotas restrict the number of blocks of storage a process can use on a
volume.

Disk quotas are established on volumes (which can be moved from device to
device) rather than on devices.

Disk quotas do not have to be established for every volume on a system; you
can select which volumes have this restriction.
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Table 2-18: Methods of Regulating VMS Processes (Cont.)

Method of
Regulation Comments

Access to devices, volumes, files, and interprocess communications

Protection Every process has a UIC.

Devices, volumes, files, and interprocess communication structures have an
owner UIC and a protection code.

One type of VMS protection compares the process UIC with the owner UIC
and protection code of the protected structure.

Another type of VMS protection compares a user’s access rights list with the
access control list that belongs to the protected structure.

Ability to modify or delete certain data structures, such as logical names

Access mode Data structures created at more powerful access modes can be used at less
powerful access modes; however, they cannot be modified or deleted at less
powerful access modes.

Ability to use or not use certain DCL commands

CLlI tables If a command is listed in the default DCL command table for the system,
SYS$LIBRARY:DCLTABLES.EXE, all users on the system can use the
command. However, you may create additional CLI tables and assign them
to particular users to broaden or restrict their use of DCL commands.
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Restricting User Activity Using DCL Commands

* A process can always control itself and its subprocesses
* Process control over subprocesses might be used for:
— Handling several subprocesses simultaneously
— Exception handling for subprocess problems
* Processes can be restricted by:
— Changing their execution priority
— Suspending their execution
— Resuming their execution

— Stopping execution and deleting the process
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Table 2-19: Controlling Processes

Operation

"Command Format and Examples

Comments

Suspending
a process

Resuming a
suspended
process

Changing
the base
priority of a
process

Stopping
and deleting
a process

$ SET PROCESS/SUSPEND -

_$ [/1D=pid] [process-name]
$ SET PROCESS/SUSPEND/ID=21A
$ SET PROCESS/SUSPEND JONES

$ SET PROCESS/RESUME -

_$ [/ID=pid] [process-name]
$ SET PROCESS/RESUME/ID=21A
$ SET PROCESS/RESUME JONES

$ SET PROCESS/PRIORITY=n -
_$§ [/1ID=pid] [process-name]
$ SET PROCESS/PRIORITY=4 /ID=21A

$ STOP (/ID=pid] [process-name]
$ STOP/ID=21A

Every process has a unique pro-
cess identification (PID), a hex-
adecimal number. To refer to a
process by PID, as shown in the
example, use the /IDENTIFICA-
TION qualifier. The command
SHOW SYSTEM displays PIDs.
You are not required to enter
leading zeroes.

Every process has a process
name, unique within its UIC group.
To refer to a process in your UIC
group by process name, supply the
name as the command parameter.
To refer to a process not in your
UIC group, you must use its PID,
not its process name.
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Restricting the Use of Disk Space

UAF restricts use of many system resources

* No value in the UAF record restricts use of disk space

*  Disk space restriction is handled through disk quotas
— Quotas are based on UICs, not individual user names

* Disk quotas are managed through use of the SYSMAN utility
— DISKQUOTA command subset

+ Disk quotas are enabled on a volume-by—volume basis
— Default is no disk quotas enabled

*  Quota files

— One file per enabled volume: [000000]JQUOTA.SYS

— Contains quota entries, one per UIC

— Created and manipulated by SYSMAN

SYSMAN Utility and DISKQUOTA Functions

* SYSMAN serves many system management functions
— Used primarily for VAXcluster systems

* SYSMAN DISKQUOTA command subset
— Used to create, enable, disable, and delete quota files
— Used to add, modify, and remove quota entries

* To run SYSMAN (must have OPER privilege enabled):

$ RUN SYS$SYSTEM:SYSMAN
SYSMAN>

* To get help on SYSMAN DISKQUOTA commands:

SYSMAN> HELP DISKQUOTA
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Table 2-20: DISKQUOTA Commands Within the SYSMAN Utllity

Command Formatt

Description

DISKQUOTA ADD uic

DISKQUOTA CREATE

DISKQUOTA DISABLE

DISKQUOTA ENABLE

DISKQUOTA MODIFY uic

DISKQUOTA REBUILD

DISKQUOTA REMOVE uic
DISKQUOTA SHOW
EXIT

HELP DISKQUOTA

Adds an entry to a disk quota file and initializes its usage count
to zero.

Creates and enables a quota file for a disk volume that does
not currently contain one. It is strongly recommended that you
do NOT create and enforce quotas on the system disk.

Suspends the maintenance and enforcement of disk quotas on
a volume.

Resumes quota enforcement on a disk volume containing an
existing quota file.

Changes an entry in a quota file, or adjusts default values for
quotas and overdrafts. Default values for entries on the volume
are taken from the entry [0,0].

Updates a quota file, adding new UICs and correcting usage
counts for each user on the volume.

Deletes an entry from the quota file.

Displays quotas, overdrafts, and usage counts.

Exits user from the SYSMAN utility.

Obtains help information on the DISKQUOTA commands.

tFor all of these commands, be sure to use the qualifier /DEVICE=volume-name to specify the proper volume;
otherwise SYSMAN will use either the last volume specified with the most recent /DEVICE=volume-name, or
the volume associated with your current default directory (if you had not yet used /DEVICE=volume-name in a

DISKQUOTA command.)
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Establishing Quotas on a Volume

A quota file must be created in the volume’s MFD (directory [000000])
«  Exact steps for properly creating the quota file depend on whether:
— The volume has just been created (no user files exist yet)
— The volume has been in use for a while (user files already exist)
«  One entry must be created for each UIC allowed to use the volume
« Each quota entry contains the following fields:
— UuliC
— Usage
— Permanent Quota
— Overdraft

« Quotas should not be enabled on the system disk
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Table 2-21: Fields in a Quota File Record

Field Meaning DISKQUOTA Qualifier
uic Identifies the user who is permitted to use the  Specify the UIC as a parame—
volume. Note that files are owned by UICs, ter, not as a qualifier, in

not by user names. Therefore, if more than DISKQUOTA commands.
one user shares the same UIC, all of them

have the same access to files. They also

share the quota assigned to that UIC for the

volume. When you log in, VMS reads your

UAF record to determine your UIC.

Usage Shows the number of blocks of storage this None. This value is updated
UIC owns. by VMS as files are created by
the UIC. It is not assigned by
the system manager.

Permanent  Determines the number of blocks of storage /PERMQUOTA
this UIC can own before VMS refuses to
Quota create new files or extend existing files. If the
UIC has an Overdraft value greater than 0, a
user with this UIC can retry the file operation
(create or extend).

Overdraft Determines the number of blocks above the /OVERDRAFT
permanent quota this UIC can own before
VMS refuses to create new files or extend
existing files. Therefore, the permanent quota
plus the overdraft defines the total number of
blocks available to a user on a volume.

Table 2-22: Establishing Quotas on a New Volume Cailed DISK$DATA

Steps Commands Comments
1 Log in as SYSTEM You can alternatively give your current process
the OPER privilege to use the SYSMAN utility.
2 $ RUN SYS$SYSTEM: SYSMAN Invoke the SYSMAN utility.
3 SYSMAN> DISKQUOTA CREATE - Creates the file DISK$DATA:[000000JQUOTA.SYS
_SYSMAN> /DEVICE=DISK$DATA and automatically enables quotas on the volume.
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Figure 2-3: Adding a Quota Record to a Volume Quota File

r A

$ RUN SYS$SYSTEM:SYSMAN
SYSMAN> DISKQUOTA ADD [11,2]-
_SYSMAN> /DEVICE=DISK$DATA
SYSMAN> EXIT

$

SYSTEM MANAGER

VOLUME QUOTA FILE
[000000]QUOTA.SYS
FOR VOLUME
DISK$DATA

RECORD: UIC [11,2]

$ SET DEFAULT DISK$DATA
$ CREATE [SMITHJFILE.DAT

USER WITH UIC [11,2]
TTB_X0474_88A
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Table 2-23: Displaying the Contents of a Volume Quota File

Operation SYSMAN Command Format

Displaying the entry of a particular user DISKQUOTA SHOW [uic]

Displaying the entries of all users with UICsina  DISKQUOTA SHOW [group-number, *]
particular group

Displaying the entries for all users DISKQUOTA SHOW [*, *]
Displaying DISKQUOTA commands HELP DISKQUOTA

NOTE

The disk velume usage recorded by VMS and displayed by SYSMAN includes some
overhead. Therefore, the disk usage displayed by the SYSMAN command DISKQUOTA
SHOW and the DCL command SHOW QUOTA is usually different than the disk usage
displayed by the DCL command DIRECTORY/SIZE=ALLOCATED.
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Example 2-8: List of Volume Quota File Records

$ RUN SYS$SSYSTEM:SYSMAN
SYSMAN> DISKQUOTA SHOW [*,*] /DEVICE=DISK$USER

vic

[0,0]

[SYSTEM]

[VMS, BEYER]
[11,15]

[VMS, CLARK]

{VMS, DORSEY]
[VMS, HARKINS]
[VMS, HUNT]

(11, 340]

[VMS, DISALVO]
[VMS, TARGONSKI]
(12,1]

[BEYER2]
[GROUP21, ALBERT]
{21, 10]

{21, 20]

[GROUP21, EBERT]
[GROUP21, GALVIN]
[GROUP21, TATAR]
[31,5]

[GROUP31, HARBO]
[GROUP31, CONNOR]
[PAPISON]
[CHERPAS]
[GROUP101, ALCOCK]
[GROUP101, LUCAS]
[GROUP101,MASORS}
{GROUP101, WILSON]
(123,321]
[DATA_COMM, DELLA]
[DATA_COMM, LENTZ ]
[200,3]

[200,200]
[DECNET]
{J65,DOE]

SYSMAN> EXIT
$

Usage
o
12047
11685
56
16233
13510
18221
21060
22905
9021
2425
4

142
14137
10

2
5962
3295
32

2
6117
3261
666
19
29806
27257
125
20968
20
12931
6341
2

60

78

4

Permanent Quota
690
13000
15000
56
20000
20000
20000
30000
30000
18000
4000
690
144
20000
690
690
12000
5000
2000
2
10000
8000
690
690
30000
30000
690
25000
690
20000
20000
690
690
690
100

Overdraft Limit
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
100
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Table 2-24: Managing Individual Records in the Volume Quota File

Operationt SYSMAN Command Format
Adds a new entry, specifying values DISKQUOTA ADD uic -
different from the default entry ([0,0]) _SYSMAN> [/PERMQUOTA=blksl] [/OVERDRAFT=blks2]
Modifies an existing entry DISKQUOTA MODIFY uic -

_SYSMAN> [PERMQUOTA=blksl] [/OVERDRAFT=blks2]
Modifies the entry for [0,0], used to DISKQUOTA MODIFY [0, 0] -
supply default values for Permquota _SYSMAN> [/PERMQUOTA=blksl] [/OVERDRAFT=blks2]
and Overdraft ([0,0] should never own
any files.)
Modifies all entries for UICs in a DISKQUOTA MODIFY [group~number, *] -
particular group _SYSMAN> (/PERMQUOTA=blksl] [/OVERDRAFT=blks2]
Modifies all entries, including the default  p1srQuoTa MODIFY [*, *] -
entry, [0,0] _SYSMAN> [/PERMQUOTA=blksl] [/OVERDRAFT=blks2]
Removes an existing entry DISKQUOTA REMOVE uic

tThe SYSMAN utility performs all operations on the current QUOTA.SYS file. The current file is the one on
your current default device if you did not specify one with the /DEVICE qualifier. Be sure to specify the proper
volume for your command; otherwise, the most recently used /DEVICE qualifier sets the current file specification.
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Table 2-25: Establishing Quotas on an Existing Volume Called DISK$SUSER

Steps Commands Comments

1 Notifies users that DISK$USER will There are a humber of ways to notify users of
be unavailable the volume. See the section Communicating

with User Processes in this module.

2 $ RUN SYS$SYSTEM: SYSMAN Invoke the SYSMAN utility. Make sure your
current process has the SYSPRYV privilege to
use the SYSMAN utility.

3 SYSMAN> DISKQUOTA - Creates a quota file on the DISK$USER

_SYSMAN> CREATE /DEVICE=DISKS$USER volume (DISK$USER:[000000]JQUOTA.SYS)
-and automatically enables quotas on that
volume.

4 SYSMAN> DISKQUOTA MODIFY [0, 0] - Sets the default entry values for the quota file
_SYSMAN> /PERMQUOTA=10000 - on DISK$USER. Use appropriate values for
_SYSMAN> /OVERDRAFT=1000 /PERMQUOTA and /OVERDRAFT to reflect

your management policy on the volume.
Note that the /DEVICE=DISK$USER qualifier
need not be specified, as the qualifier was
properly specifed in Step 3.

5 SYSMAN> DISKQUOTA REBUILD Updates the newly created quota file to
add existing UICs that own files on the
DISK$USER volume. Note again that
/DEVICE=DISK$USER qualifier need not be
specified in this case.

6 SYSMAN> EXIT Exit from the SYSMAN utility.

7 Notifies users that DISK$USER is See the section Communicating with User

available for use.

Processes for possible techniques of user
notification.
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Disabling and Enabling Quotas on a Volume
« To disable quotas, use the SYSMAN command DISKQUOTA DISABLE

* Use the SYSMAN command DISKQUOTA REBUILD to properly assess user space on a
volume if:

— The volume previously had a quota file created
— Quotas were once enabled on the volume
— Quotas were later disabled

* An automatic DISKQUOTA REBUILD performed when a volume is mounted after being
improperly dismounted

— Typical situation after a system failure (crash)
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Managing Disk Space Using DCL Commands

Table 2-26: Controlling Files with DCL. Commands

Operation

Command Format
and Examples

Comments

Changing the owner—
ship of a file

Remember that VMS
records the use of
disk space on a UIC
basis, so changing
the owner UIC of a
file changes which
disk quota entry the
space is recorded
under.

Establishing auto-

matic version dele—
tion for a particular
file

Adding an ACL to a
file or modifying on
existing ACL on a file

Deleting unwanted
versions of files

$ SET FILE/OWNER UIC=uic -

__S file-spec

$ SET FILE/OWNER_UIC=[320,63] -

_$ INVENTORY.DAT

$ SET FILE/VERSION LIMIT=n -

_$ file-spec

* §$ SET FILE/VERSION LIMIT=2 -

_$ [MARTIN...]*.*

$ SET ACL/OBJECT_TYPE=FILE -

_$ file-spec

$ SET ACL/OBJECT TYPE=FILE -

_S5 [ADMIN]PAYROLL.DAT

$ PURGE filespec /KEEP=n
$ PURGE TEMP .DAT /KEEP=1

This operation requires
SYSPRYV privilege or a system
UIC. One reason for using
this would be if you forget
the /OWNER qualifier when
copying a file to a user’s
directory.

VMS automatically deletes the
file with the lowest version
number when you create a
new version to keep the total
number of versions equal tc
the version limit for the file.

The keyword FILE specifies
the file whose ACL is being
edited.

The /KEEP qualifier is used
to specify how many versions
to retain. If no parameter is
specified, the qualifier defaults
to 1.
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Table 2-27: Controlling Directories and Volumes with DCL Commands

Operation

Command Format
and Examples

Comments

Changing the owner—
ship of a directory

Changing the UIC
changes which quota
file entry the space is
recorded under.

Establishing auto-
matic version dele—
tion for all files in a
directory

Adding an ACL to

a directory file or
modifying an existing
ACL on a directory
file

Disabling special pro—
tection on a directory
file

Changing the owner—
ship of a volume

Volumes have pro-
tection masks that
are similar to file
protection masks.

A user who does
not pass the vol-
ume protection mask
cannot access any
directories or files on
the volume. If you
change the owner
UIC of a volume, you
affect who will be
able to access space
on that volume.

$ SET DIRECTORY/OWNER _UIC=uic -
_$ directory-spec

$ SET DIRECTORY/OWNER_UIC=[ENG] -
_$ DISKSDESIGNS: [PRODUCT_X]

$ SET DIRECTORY/VERSION LIMIT=n -
_$ directory-spec

$ SET DIRECTORY/VERSION_LIMIT=3 -
_$ DISKSMFG: [ INVENTORY]

$ SET DIRECTORY/ACL -
_$ directory-spec
$ SET DIRECTORY/ACL WORK1: [SMITH]

$ SET FILE/NODIRECTORY file-spec
$ SET FILE/NODIRECTORY -
_$ [USERS]SMITH.DIR

$§ SET VOLUME/OWNER__UIC=uic -

_$ device-spec )

$ SET VOLUME/OWNER_UIC=[ADMIN] -
_$ DISKSDATA

This operation requires
SYSPRYV privilege or a system
UIC. One reason for using
this would be if you forget
the /OWNER qualifier when
creating the directory for a
user.

This sets a version limit on all
files subsequently created in
the directory. It does not affect
previously created files. You
can also use the SET FILE
command to set a different
limit for a particular file.

Invokes the ACL editor, dis~
cussed later in this course in
MODULE 8.

This command enables you
to delete a corrupted directory
file. It is not intended for use
on normal (valid) directory files.

This operation requires the
VOLPRO privilege.
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COMMUNICATING WITH USER PROCESSES

«  System managers must be fluent in user communication methods

« Communication methods on VMS:

— Common directory for collecting and distributing information

— VMS utilities and commands

Table 2-28: Communication Methods

Communication Method

Operator/user direct dialogue PHONE utility

System-wide distribution of messages and information MAIL utility

User requests to the operator REQUEST command
MOUNT command

Operator respcnses to user requests, or short messages to
users

REPLY command
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Handling Requests for Operator Assistance

«  The operator communication process: OPCOM
— Coordinates all requests by users for operator assistance
— Coordinates all operator responses to users
e Requests for operator assistance come from:
— MOUNT or REQUEST/REPLY commands
— 1/O events
« Requests are sent to operator terminals:
— Based on the category of the request
— Operator terminals must be enabled for requests
» Use the REPLY/ENABLE command to enable operator terminals
$ REPLY/ENABLE=(PRINTER, TAPES) TXG6
e Use the REPLY/DISABLE command to disable operator terminals

$ REPLY/DISABLE=PRINTER TXG6

» Use the REPLY/STATUS command to determine request categories enabled on your
terminal
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Table 2-29: Operator Categories Enabled/Disabled with the REPLY Command

Category

Keyword Description

CARDS Displays messages sent to the card readers.

CENTRAL Displays messages sent to the central system operator.

CLUSTER Displays messages from the connection manager pertaining to cluster state
changes.

DEVICES Displays messages pertaining to mounting disks. ’

DISKS Displays messages pertaining to mounting and dismounting disk volumes.

NETWORK Displays messages pertaining to networks; the keyword CENTRAL must also be
specified to inhibit network messages when disabling network messages with
qualifier /DISABLE=NETWORK.

OPER1 Displays messages sent to operators identified as OPER1 through OPER12.

through

OPER12

PRINTER Displays messages pertaining to print requests.

SECURITY Allows messages pertaining to security events. Requires SECURITY privilege.

TAPES Allows messages pertaining to mounting and dismounting tape volumes.
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Table 2-30: Events Requiring Operator Assistance

Event Causing Category of Oper—

Request ator Notified Operator Action Comments

MOUNT DISKS or TAPES Mount a disk or tape By default, all MOUNT

commands volume. commands request
operator assistance
unless the appropriate
volume is already
loaded on the drive.

REQUEST/REPLY  All operators or Perform the operation The user is waiting

commands only the group(s) (or not), then respond for a reply from the

I/O event: any
command that
reads a file
on a tape

of operators you
specify. Group
names include
DISKS, TAPES and
OPERI1.

TAPES

to the user.

Mount a new tape
reel for the file system
when it is reading a
multireel volume set.
Mount a new tape
reel for the file system
when it is writing a
multireel volume set.

operator, and can do
no other work until a
reply is received.

The operator receives
a message from the
MOUNT utility to mount
another volume. The
message looks sim-
ilar to the message
received from the
MOUNT command
when a user is at—
tempting to mount a
tape that is not loaded.

2- 58 Managing System Users



Example 2-9: Using REQUEST/REPLY

$
$ REQUEST/REPLY "Please respond to this message"
$OPCOM-S-OPRNOTIF, operator has been notified, waiting... 20:18:40.03

%OPCOM-S-OPREPLY,
Hold on just a minute, please.
20:20:46.88, request 13578 is pending by operator _SUPERS$TTD6:

%OPCOM-S-OPRNOTIF, operator has been notified, waiting... 20:20:46.99

*CANCEL*

$OPCOM-I-RQST_PROMPT, REQUEST - Enter message or cancel request with control/Z.
REQUEST - Message? *EXIT*

%$0OPCOM~S-OPREPLY,

FEE553%%%%%  OPCOM  24-JUL-1984 20:21:03.89 %%%%%3%%%%%

Request 13578 was canceled

$

$

Example 2-10: Operator Aborts a Request

$ REQUEST/REPLY "Please mount the tape labeled MYBACKUP"
$OPCOM-S-OPENOTIF, operator has been notified, waiting... 20:25:58.64
%$0OPCOM-S-OPREPLY,

There is no such tape

20:2€:20.81, request 14602 was aborted by operator _SUPERSTTD6:

$

$
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Example 2-11: Operator Recelves Message from REQUEST/REPLY Command

%%%5%%%%%%% OPCOM 24-JUL-1984 19:00:15.00 S$$%%3¥%$%%%%%
Request 5377, from user JONES
_TTAO:, Please connect remote sensor 3A

$

Example 2-12: Operator Recelves Message from MOUNT Program

$55%5%5%%%%%% OPCOM 24-JUL-1984 19:00:57.60 FE%E5%5%%%%
Request 6401, from user SMITH

Please mount volume DATAl5 in device MUAO:

$

Example 2-13: Operator Recelves Message from REQUEST Command, No Reply
Required

E5E3%5%5%%%% OPCOM  24-JUL-1984 17:01:15.00 S%%3%3%%%%
Message from user GREEN
_TTB2:. Please check the line printer

$

Example 2-14: Operator Receives Two Messages from AUTHORIZE Utility

¥%5%%%%%%%% OPCOM 24-JUL-1984 19:02:16.92 $%%%%3%%%%%
Message from user SYSTEM
PID=2020008D SYSTEM added SYSUAF record BROWN on 24-JUL-1984 19:02:16.91

$%%5%5%%%%%%% OPCOM 24-JUL-1984 19:02:35.48 $%3%%%%%%%%%
Message from user SYSTEM
PID=2020008D SYSTEM modified SYSUAF record SMITH on 24-JUL-1984 19:02:35.47

$
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Table 2-31: Providing Operator Assistance

Circumstance

Command Format

Comments

User—requested function

User enters MOUNTcommand
without loading a disk or tape
volume in drive

User enters MOUNT command
without the volume first being
loaded. You attempt to load the
volume on the drive, but fail.
You decide to load the volume
on an alternate drive (MUA2).

User needs to read information
that spans more than one
volume. You must load the
next volume when the system
requests it.

User needs to write more
information than one volume
can contain. You must load
another volume when the
system requests it.

Cannot perform user-requested
function; must abort request

May be able to perform re—
quested function; want to notify
interactive user, but leave
request pending

$ REPLY/TO=request-id -
__$ "message-text"

No command required. Just load the volume
requested on the drive.

$ REPLY/TO=request-id -
_$ "Reissue mount using MUA2"

$ REPLY/TO=request-~id -
_$ "volume-label"

$ REPLY -
_$ /INITIALIZE TAPE=request-id -

$ "tape-label™

$ REPLY -
_$ /BLANK_TAPE=request-id -
_$ "tape-label”

$ REPLY/ABORT=request-id -
_$ "message-text"

$ REPLY/PENDING=request-id -
_$ "message-text"

Users request various functions.
Use the REPLY command with an
appropriate message to respond.

The MOUNT utility sends a mes—
sage to the operator terminal(s).
The message includes the name of
the volume requested.

Tell the user where you are loading
the volume. The user must enter
the MOUNT command again.

Respond to the system message
after you have loaded the volume.
Specify the volume’s label in the
message.

Use the /INITIALIZE_TAPE
qualifier if the tape has been
initialized before. VMS checks the
tape's protection code. If you are
not allowed access according to
the code, you need the VOLPRO
privilege to gain access.

Use the /BLANK_TAPE qualifier
for new tapes. You need VOLPRO
privilege because it bypasses
volume protection checking.

Typically used when you cannot
locate or use a resource requested
by the user, (such as a volume, a
drive, paper, or ribbon). You abort
the request to cancel the repeated
messages sent to the operator
terminal. Then find the resource or
use the REPLY command or the
MAIL utility to explain the situation
more completely.

Since the request is pending, the
user does not regain control of

his or her own terminal. The user
regains control (returns to the DCL
prompt) by cancelling the request
or by waiting until the operator
completes it.
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Example 2-15: Request-Reply Interaction Between User JONES and User TAPES

Tapes: §$ REPLY/ENABLE=(TAPES,OPER1)
EEEEEEEEESS OPCOM 24-JUL-1984 19:28:18.57 $HH$45%%%%%
Operator _SUPER$TTA1: has been enabled, username TAPEOPR

$
$$%%5%%$%%%%% OPCOM 24-JUL-1984 19:28:18.73 $%%3%%%%%%%

Operator status for operator _SUPERSTTAL:
TAPES, OPER1

$

Jones: $ REQUEST/TO=TAPES/REPLY "Please mount tape 362F"
$OPCOM~-S-OPRNOTIF, operator has been notified, waiting... 19:31:18.65

Tapes: $§
FTEEEFEL%%%% OPCOM 24-JUL-1984 19:31:18.67 H%%5¥%%%%%%
Request 9482, from user JONES on SUPER
_SUPERSTTA2:, Please mount tape 362F

$

FEEEEEE%%%% OPCOM  24-JUL-1984 19:31:18.67 SH53%¥E%%%%
Request 9482, from user JONES on SUPER

_SUPERSTTA2:, Please mount tape 362F

$ REPLY/PENDING=9482 "You are second in line"

Jones: %0OPCOM-S-OPREPLY,
You are second in line
19:31:48.82, request 9482 is pending by operator SUPERSTTAL:

$OPCOM-S-OPRNOTIF, operator has been notified, waiting... 19:31:49.05

Tapes: §$ REPLY/TO=9482 "Tape 362F is now mounted"
Tape 362F is now mounted
19:39:18.48, request 9482 was completed by operator _SUPERS$TTAL:

$

Jones: $%OPCOM-S-OPREPLY,
Tape 362F is now mounted
19:39:18.48, rquest 9482 was completed by operator _SUPERSTTAL:

$ REQUEST/TO=TAPES "Thank you"

Tapes: §
EEFEREE%%%% OPCOM 24-JUL-1984 19:39:43.16 %%%%%%%%%%%
Message from user JONES on SUPER
_SUPERSTTA2:. Thank you

$ REPLY/DISABLE= (TAPES)

EEEEEEE%5%% OPCOM  24-JUL-1984 19:40:02.16 $¥%33%%%%%%
Operator status for operator _SUPERSTTAL:

OPER1

$
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Table 2-32: Sending Messages to Users

Operationt

Command Format and Examples

Sending a message to ail
terminals on the system

Sending a message to
all terminals where users
are logged on

Sending a message to
specified users

Sending a message to
a specified terminal or
terminals

Sending a message
about system shutdownz

Sending an urgent mes—
saget

$ REPLY/ALL "message-text"
$ REPLY/ALL/BELL "DISKSUSER will be unavailable at noon."

$ REPLY/USERNAME "message-text"
$ REPLY/USERNAME "Policy Meeting in 10 minutes"

$ REPLY/USERNAME= (name [, ...]) "message-text"
$ REPLY/USERNAME= (JKMARTIN, BECKER) "DISK$DATA is available"

$ REPLY/TERMINAL= (term [,...]) "message-text"
$ REPLY/TERMINAL=(TXQ2,TXQ3) "Terminal repairperson due at
3pm!"

$ REPLY/SHUTDOWN "message-text"
$ REPLY/SHUTDOWN "System will be down for PM at 2."

$ REPLY/URGENT "message-text"
$ REPLY/URGENT "Everyone off the system NOW!!"

t To ring or buzz the terminal receiving the message, use the additional /BELL qualifier. More bells ring for
URGENT and SHUTDOWN messages than for other types of messages.

1 URGENT and SHUTDOWN messages are NOT sent to user terminals that have the command SET

TERMINAL/NOBROADCAST.
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REPLY Command

Table 2-33: Qualifiers to the REPLY Command

Function Qualifier
Responding to Requests
Lists the requests that have not been sent a final message  /staTus

Sends a final response to a request

Sends a response to a request, but not the final response
Cancels the request

Sends the label of an initialized tape as the final response
Sends the label of a blank tape as the final response

/TO=request-id

/PENDING=request-id

/ABORT=request-id

/INITIALIZE_TAPE=request-id

/BLANK TAPE=request-id

Sending Messages and Information

Sends a message to a specific terminal

Sends a message to all users presently logged in to the
system, or to specific users

/TERMINAL=(term [, ..

/USERNAME

/USERNAME= (name [, ..

-1)

-1)

Sends a message to all terminals whether a user is /ALL
logged in or not

Sends an urgent message to all users /URGENT
Sends a shutdown message to all users / SHUTDOWN
Causes the terminal receiving the message to buzz or /BELL
ring (add this to any of the above qualifiers)

Requests that the originating terminal be notified when /NOTIFY
the message is successfully received

Controlling Operator Terminals and the Log File

Sets up a nonconsole terminal as an operator’s terminal  /enasLe
Stops a terminal from being an operator’s terminal /DISABLE
Closes the current OPERATOR.LOG file and opens a /LOG

new file with a higher version number

Designates this terminal to be an operator's terminal only  /TEMPORARY
for the current interactive session.

Lists the categories enabled for this terminal /STATUS
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Operator’s Log File

+  SYS$MANAGER:OPERATOR.LOG
»  Entries made by OPCOM process
»  Logs operator requests and replies

«  Controlled by the system manager

Table 2-34: Controlling the Operator’s Log

Operation Command Format Comments

Closing the operator’s log $ REPLY/LOG Requires OPER privilege.
and opening a new one

Closing the operator’s log $ REPLY/NOLOG Requires OPER privilege.
but not opening a new one

Printing the operator’s log $ SET DEFAULT SYS$MANAGER In this command format,

file $ PRINT OPERATOR.LOG; n “;n” indicates the version

number. You can print (or
type) any version except the
current one, which is locked
by OPCOM.
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SUMMARY

* The system manager is responsible for the management of key system databases and
command procedures

— User authorization file (SYS$SYSTEM:SYSUAF.DAT)

— Quota files on disk volumes ([000000JQUOTA.SYS)

— Login files (for example, SYS$MANAGER:SYLOGIN.COM) |
* Many process characteristics are defined by values in the corresponding UAF record
* Add a user account to the system by creating

— UAF record, specifying:

Identification and environment information
Access and security constraints

Quotas and resource limits

Privileges

— Default disk device and directory
— One or more disk quota entries
* To remove a user from the system
— Remove the UAF record
— Remove remaining disk files
— Remove quota entries (if unique to user’s UIC)
*  Establish and maintain disk quotas on volumes using SYSMAN utility
— DISKQUOTA subcommands

* Use DCL commands to regulate resources and processes running on the system

SET PROCESS Set process characteristics
STOP Stop a process

PURGE Delete old versions of files

SET FILE Set file characteristics

SET DIRECTORY Set directory characteristics
SET VOLUME Set volume characteristics
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Respond to user requests and send messages using

— REPLY command |

— MAIL utility

— PHONE utility

Define operator terminals using REPLY/ENABLE=(class,...)

— Set reception of certain operator-related messages by specifying appropriate class
keywords with the /ENABLE qualifier

Manage the operator log file using
— REPLY/[NOJLOG
— PURGE
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INTRODUCTION

When you issue the PRINT command to print a file, all the system printers may already be
in use. Because this condition occurs often, VMS maintains a list of all print requests in the
order in which they occur. This ordered list is called a print queue, and the requests are called
print jobs. The PRINT command places your job in the queue. When the system is ready
to process your job, it passes it to the printer associated with the queue or the first available
printer, which prints the file. Similarly, when you issue the SUBMIT command to execute a
command procedure in a batch process, system resocurces may not be sufficient to support the
immediate creation of a batch process for you. Therefore, VMS maintains a list of all batch
requests in the order in which they occur. This ordered list is called a batch queue, and the
requests are called batch jobs. When the system is ready to process your batch job, it creates
a batch process and executes your command procedure in the context of that batch process.

System managers customize batch and print queues on their systems. They attempt to
maximize the performance of the system by matching the system queue structure to the
workload and resources of their system. Usually, the system manager includes queue
customization commands in startup procedures, so queues are created automatically when
he or she starts the system. The module Customizing the System contains a more detailed
discussion on startup procedures.

As the queues are used, various problems may require the system manager’s intervention. For
example, paper can get jammed in a line printer, printers can run out of paper, or a batch job
may need to be aborted. In these and other cases, the system manager must enter queue
management commands to control the jobs in a queue while fixing the problem.
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OBJECTIVES

To share limited printing and CPU resources among users and processes, a system manager
must be able to:

* Describe how the VMS operating system handles print and batch jobs
« Assess user requirements for batch and print facilities
*  Perform the following queue management tasks:
— Select proper queue attributes and characteristics to match user requirements
— Create print and batch queues
— Restrict access to queues
— Modify the attributes and characteristics of queues
— Control queues

— Handle queue problems

RESOURCES

1. VMS System Manager's Manual

2. Guide to Using VMS Command Procedures
3. VMS DCL Dictionary

4. Guide to VMS System Security

5. VMS Access Control List Editor Manual

6. Guide to Maintaining a VMS System
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OVERVIEW OF QUEUE FACILITIES AND OPERATIONS

The queue manager process (JOB_CONTROL)

The system queue file (SYS$SYSTEM:JBCSYSQUE.DAT)

Types of queues

Queue Manager and the System Queue File

Figure 3-1:

Queue information stored in SYS$SYSTEM:JBCSYSQUE.DAT

START/QUEUE/MANAGER

— Creates SYS$SYSTEM:JBCSYSQUE.DAT (if it does not already exist)

— Starts the queue manager function of the JOB_CONTROL process

— Should be included in the startup command procedure (SYSTARTUP_V5.COM)

— Should use the qualifier /RESTART if the command must be used interactively to

restart the queue manager

\,

r

L ]

8 COPY A.DAT LRAO:
8

8 RUN PRGM

L]

$ PRINT/QUEUE=LPAO: -
_File: FILE.DAT
§

OUTPUT
SPOOLER

OUTPUT
SPOOLER

JOB_CONTROL

JOB_CONTROL Process Handles All Print Jobs

INTERMEDIATE
FILE

JOB_CONTROL

» JOB
PRINT

JOB_CONTROL

JOB SYMBIONT

USER TERMINAL
SESSION

JoB

QUEUE LPAO:
FILE PRINTER

TTB_X0356_88
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Types of Queues

* Two classes of queues:
— Execution

Accepts either batch or print jobs for processing, depending on how the queue
was initialized (created)

— Generic
Holds jobs until they are transferred to an assigned execution queue
* Queue classes are further categorized into types of queues, depending on:
— The kind of job the queue accepts
— The type of device to which output is directed

* Three types of queues: execution, generic and logical

Table 3-1: Types of Queues

Queus Type Action

Execution Executes the job.

Generic Moves jobs to specified execution queues when resources for executing the
job are available.

Logical Moves jobs to execution queues when the manager sets up an association

between a logical queue and an execution queue. The association does
not have to be permanent and it does not always have to be made with the
same execution queus.
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Execution Queues

» Performs the actual processing of the job
«  Two types of execution queues:
— Batch

Can only accept (process) batch jobs
Executes as a detached process

— Output

Accepts (typically) print jobs for processing by an independent process called a
symbiont
Three types of output execution queues:

Printer Directs output to line printers

Terminal Directs output to terminal printers (printers attached to
terminal lines)

Server Processes files in the queue using a specially created
symbiont

Symbionts for server execution queues are user—written

Not necessarily used for print output operations
Not covered in this course

Managing Queues 3-7



Generic Queues

+ Used to hold a job until an associated execution queue becomes available
+ The list of associated execution queues is defined when the generic queue is initialized

*  When an execution queue becomes available, the job is requeued from the generic queue
to the execution queue

+ Two types of generic queues:

Generic batch queue Directs jobs only to batch execution queues. These
are typically used in VAXclusters to distribute the
workload across several systems.

Generic output queue Directs jobs to any of the three types of output
execution queues: printer, terminal, or server.

Logical Queues

*  Specially defined output execution queue
*  Not really an output execution queue
— Has its output redirected to another execution queue
— Holds a job until it can be transferred to the execution queue
* Appears as a sort of “holding” queue
* Logical queues and generic queues are somewhat similar:

— Alogical queue is usually associated with a single output execution queue (“one-to—one”
relationship)

— Muiltiple logical queuss can be associated with a single execution queue (“many-to—one”
relationship)

— A generic queue can be associated with one or more execution queues (“one-to-one”
or “one-to—-many"” relationship)

* Both the logical and associated execution queues must be started for jobs to be processed

« Can only be used with output execution queues, not with batch queues
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HOW VMS HANDLES PRINT JOBS

+  Print queues solve waiting and scheduling problems
+  PRINT command places a job in the queue
»  Print symbionts execute print jobs

+ JOB_CONTROL sends jobs to print symbionts

Example 3-1: JOB_CONTROL and Print Symbicnt Processes

$ SHOW SYSTEM
VAX/VMS V5.0 on node BROWNY 19-NOV-1987 19:05:46.42 Uptime 9 02:31:19

Pid Process Name State Pri I/0 CPU Page flts Ph.Mem
20200021 SWAPPER HIB 16 0 0 00:00:41.04 0 0
20200182 JK Martin CUR 5 179 0 00:00:06.32 866 201
20200026 ERRFMT HIB 8 2381 0 00:00:27.53 70 94
20200027 CACHE_SERVER HIB 16 6 0 00:00:00.20 60 90
20200028 CLUSTER_SERVER HIB 10 6 0 00:00:00.45 104 233
20200029 OPCOM LEF 8 1585 0 00:00:25.52 10798 60
20200027 SMISERVER HIB 9 61 0 00:00:01.96 218 612
20200028 JOB_CONTROL HIB 8 13988 0 00:02:29.72 213 473
2020002C CONFIGURE HIB 10 7 0 00:00:00.37 92 128
2020002D SYMBIONT 0001 HIB 6 85 0 00:00:03.92 670 46
2020002F NETACP HIB 10 2143 0 01:20:25.01 3899776 1500
20200030 EVL HIB 6 1003 0 00:01:19.52 189831 49 N
20200032 REMACP HIB 8 323 0 00:00:01.68 75 45
20200198 BECKER LEF 4 125 0 00:00:03.56 813 155

Notes on Example 3—1
1 The JOB_CONTROL process

2 A print symbiont process
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Print Job Scheduling

* Job with highest queue priority executed first
* Smaller jobs executed before larger jobs (within the same priority group)
— This is the default action
* Jobs executed in order of submission if they are same size and have same priority
»  Priority of jobs in queues limited by two system parameters:
— DEFQUEPRI
— MAXQUEPRI

»  Scheduling can be changed to “first-come-first-served” with the qualifier/'SCHEDULE=NOSIZE

Figure 3-2: Print Queue

JOB| |JOB JOoB
229 230 231

EXECUTION QUEUE LPAO

DEVICE
LPAO:

TTB X0357 88 S
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Example 3-2: Scheduling Print Jobs

$

$ SHOW QUEUE LPAO/FULL

Printer queue LPAO
/BASE_PRIORITY=4 /DEFULAT=(FLAG) /FORM=DEFAULT Lowercase
/OWNER=[SYSTEM] /PROTECTION=(S:E,O:D,G:R,W:W)

Jobname Username Entry Blocks Status

ACTION JONES 228 6 Printing
Submitted 13-DEC-1987 12:02 /FORM=DEFAULT /PRIO=4
_DRA1: [JONES]ACTION.COM;1 /COPIES=2

NOTES JONES 231 12 Pending
Submitted 13-DEC-1987 12:15 /FORM=DEFAULT /PRIO=6
_DRAl: [JONES]NOTES.TXT;1 2
3
MEMO JONES 230 1 Pending

Submitted 13-DEC-1987 12:08 /FORM=DEFAULT /PRIO=4
_DRA1: {JONES]MEMO.MEM; 1

MATH JONES 229 6 Pending
Submitted 13-DEC-1987 12:04 /FORM=DEFAULT /PRIO=4
_DRAl: [JONES]MATH.LIS;1
$
$

Notes on Example 3-2

1 Job 228 is currently executing. The JOB_CONTROL process examines the parameters of
the pending jobs to determine which job it will print next.

2 Since Job 231 has the highest priority of the pending jobs, it will be printed next.
NOTE

The priority of a job in a queue is limited by two system parameters:
*  DEFQUEPRI - the default queue priority assigned to all print jobs

*  MAXQUEPRI - the maximum queue priority any user can assign to a job (range
is 0-255) (Regardless of the values of these parameters, users with OPER or
ALTPRI privilege can submit jobs at any priority using the /PRIORITY qualifier.)

3 Job 230 is smaller than Job 229, and they have the same priority, so Job 230 will be printed
third.

4 Finally, Job 229 will be printed. However, if another job is submitted before Job 229 begins

printing, the JOB_CONTROL process will examine the parameters of Job 229 and the new
job to determine which job it will print first.
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PRINT QUEUE OPERATIONS

Types of Print Queues

»  Four types of print queues:

Printer execution queue Feeds a physical printer

Terminal execution queue Feeds a physical printer attached to a terminal line

Generic queue Feeds execution queues enabled with /ENABLE_
GENERIC attribute

Logical queue Feeds execution queue associated with ASSIGN/QUEUE
command

* System moves jobs from generic and logical queues to execution queues

— Wil not move jobs from generic queues to execution queues initialized with
/NOENABLE_GENERIC qualifier

— Execution queues given /ENABLE_GENERIC attribute by default
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Creating Print Queues

+  To establish a print execution queue (requires OPER privilege):

— Set physical attributes of device

— Spool device

— Initialize and start an execution queue for device

+ Queues can be created either:
— Interactively

— Automatically

+ Can create and start queues using one or more commands

Table 3-2: Initializing and Starting Queues

Command

Comments

$ INITIALIZE/QUEUE [/qualifiers] queue-name

$ START/QUEUE [/qualifiers] queue-name

$ INITIALIZE/QUEUE/START [/qualifiers]
queue-name

Creates the queue. If the queue is already
running, this command has no effect. If a
queue exists but is stopped, you can use this
command to modify queue parameters. Jobs
listed in the queue and new jobs will execute
under the new parameters.

Starts a stopped queue. If the queue is
already running, the system displays an error
message.

Creates and starts a queue. Include this
command for each queue in the procedure
SYSTARTUP_V5.COM. If the queue is already
running, this command has no effect.
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Table 3-3: Creating and Using Print Execution Queues

Operation

Creating a
Printer Queue

Creating a
Terminal Queue

Comments

Determine
the device

Set the
device
attributes

Spool the
device

Create and
start the
queue

List the
device
queues.

Use the
queue

$ SHOW DEVICE L

$ SET PRINTER -
_$ /UPPER LPAO

$ SET DEVICE -
_$ /SPOOLED LPAO

$ INITIALIZE/QUEUE ~
5 /START/ON=LPAO -
_$ SYSSPRINT

$ SHOW QUEUE/ALL -
_$ /DEVICE

$ PRINT FILE.DAT

$ SHOW DEVICE T

$ SET TERMINAL -

_$ /PERMANENT -

_$ /NOTYPE_AHEAD -
_$ /SPEED=2400 -

_$ /NOBROADCAST TTA3

$ SET DEVICE -
_$ /SPOOLED=WORK1 -
_$ TTA3

$ INITIALIZE/QUEUE -
_$ /TERMINAL -

_$ /START/ON=TTAS -
_$§ SYSSPRINT

$ SHOW QUEUE/ALL -
_$ /DEVICE

$ PRINT FILE.DAT

List the devices and select
one.

Set the attributes of the
printer or terminal to match
its physical attributes or to
force the printer to produce
specific output. (For example,
/UPPER causes all jobs to
be printed in uppercase.)
Terminals must have certain
attributes set as shown (speed
should be specified to match
the terminal speed)

Enables COPY commands
and write statements for that
device; you can specify an
intermediate device or use
the current default device
(SYS$DISK).

Assign it a different name than
its device name if desired by
using the /ON qualifier. (By
default, the name of the
queue matches the name of
the printer.)

Displays all execution queues.

Since the PRINT command
sends files to the SYS$PRINT
queue by default, and the
name of the print execution
queue for the LPAQ printer

is SYS$PRINT, the first com-
mand prints FILE.DAT on
LPAQ. The second command
is similar, but the SYS$PRINT
queue is defined to print on
TTA3.
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Creating Generic Print Queues

Establish generic print queues when you have more than one printer set up in the same fashion,
and want to share the processing among the printers.

Table 3-4: Creating and Using Generic Print Queues

Operation

Command

Comment

Create an execution
queue for a printer

Create an execution
queue for another printer

Create a generic print
queue

Use the generic print
queue

$ SET PRINTER/UPPER LPAO
$ SET DEVICE/SPOOLED LPAO
$ INITIALIZE/QUEUE/START
LPAO

$ SET PRINTER/UPPER LPBO
$ SET DEVICE/SPOOLED LPBO
$ INITIALIZE/QUEUE/START
LPBO

$ INITIALIZE/QUEUE/START -
_$ /GENERIC SYSSPRINT

$ PRINT FILE.DAT

For example, the printer device
LPAO.

For example, the printer device
LPBO.

This queue will receive default
print jobs.

SYS$PRINT is the default queue
for the PRINT command. In
this example, SYS$PRINT is a
generic print queue. The file
will be printed on LPAO if it is
available. If LPAO is not available,
and LPBO is available, the file will
be printed on LPBO.
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Creating Logical Print Queues

+ Establish logical queues to hold jobs

— Requiring special paper or printer attributes

— Requiring the presence of an operator or other authorized personnel to print

— When you want to control which printer is used

Table 3-5: Creating and Using Logical Queues

Operation Command Comment
Create an execution $ SET PRINTER/UPPER LPCO For example, use LPCO
queue $ SET DEVICE/SPOOLED LPCO as the execution queue.

$ INITIALIZE/QUEUE/START LPCO

Create a logical queue $ INITIALIZE/QUEUE AFTERS
Use the logical queus $ PRINT/QUEUE=AFTERS FILE.DAT
Assoclate the logical $ ASSIGN/QUEUE LPCO AFTERS
queue with the execution

queue.t

Start the logical queue $ START/QUEUE AFTERS

Use the logical queue $ PRINT/QUEUE=AFTERS5 TEXT.DAT

Set the device to be
spooled and to print only
in UPPERCASE.

Note that the /START
qualifier is not valid for
logical queues.

Jobs are listed in the
queue but are not exe-
cuted.

This tells JOB_CONTROL
to “feed” LPCO jobs from
the AFTERS queue once
the AFTERS queus is
started.

The listed jobs will be
executed on the LPCO
printer.

The job is listed in the
AFTERS queue, and is
moved to the LPCO queue
to be printed as soon as
the printer is available.
Jobs will continue to be
processed in this way until
the association is broken
(by using the command
DEASSIGN/QUEUE).

T A logical queue does not have to be associated with an execution queue. It can be used simply as a holding

queue for large jobs, jobs requiring special paper, or other types of jobs. The

execution queues to be printed when it is appropriate (see Table 3-17).

operator moves these jobs to specific
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Figure 3-3: Current, Pending, and Holding Jobs
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Example 3-3: Queue Status Display of Current, Pending, and Holding Jobs

]
$ SHOW QUEUE/DEVICES/GENERIC
Logical queue AFTER5, assigned to LPCO

Jobname Username Entry Blocks Status

LATER JONES 497 1 Pending
Printer queue FORM3, stopped

Jobname Username Entry Blocks Status
MATH JONES 389 5 Pending
TEST JONES 320 7 Pending

Printer queue LPAO

Jobname Username Entry Blocks Status

MEMO JONES 492 1 Printing

Printer queue LPBO

Jobname Username Entry Blocks Status
ACTION JONES 493 1 Printing
TABLES JONES 496 21 Pending

Printer queue LPCO

Jobname Username Entry Blocks Status

FORTEST JONES 494 1 Printing
Printer queue OVERNIGHT, stopped

Jobname Username Entry Blocks Status
LONG JONES 419 400 Pending
BIGJOB JONES 411 478 Pending

Jobname Username Entry Blocks Status
MEMO JONES 495 1 Pending
Terminal printer queue TERM, on TTA3:
Jobname Username Entry Blocks Status
PROG JONES 491 10 Printing
NOTES JONES 498 9 Pending
$
$
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Automatic Queue Creation

« Include queue commands in SYS$MANAGER:SYSTARTUP_V5.COM to create and start
queues at system startup

— Even better to include a line in SYS$MANAGER:SYSTARTUP_V5.COM to invoke a
separate command procedure to start up queues

+  System shutdown procedure stops all queues (SYS$SYSTEM:SHUTDOWN.COM)

— More detail on queue shutdown found in the module Starting Up and Shutting Down
the System.

Example 3-4: Startup Commands in SYSTARTUP_V5.COM

SET NOON
!

! Start up the queue manager before issuing any other queue commands
1

START/QUEUE/MANAGER

!

! Define and start up printer queues

!

SET PRINTER/LOWER LPAO

SET DEVICE/SPOOLED LPAO

=% INITIALIZE/QUEUE/START/DEFAULT= (BURST, FLAG) LPAO

“rnn N n

e B e

SET PRINTER/LOWER LPBO™

SET DEVICE/SPOOLED LPBO
INITIALIZE/QUEUE/START LPBO

!

SET PRINTER/LOWER LPCO

SET DEVICE/SPOOLED LPCO

4 INITIALIZE/QUEUE/NOENABLE_GENERIC LPCO

$ !

S ! Define and start up a generic print queue
$ !

~4- INITIALIZE/QUEUE/GENERIC/START SYSSPRINT
]

w i nnn

! Define a special logical queue and assign it

! to execution queue LPCO, but don’t start it yet
1

INITIALIZE/QUEUE AFTERS

ASSIGN/QUEUE LPCO AFTERS5

!

Define other logical queues

1

INITIALIZE/QUEUE OVERNIGHT

INITIALIZE/QUEUE FORM3

Lo n
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Monitoring Print Queues

* Use the SHOW QUEUE command to monitor an entire queue:

$ SHOW QUEUE [/qualifiers] [queue-name]
$ SHOW QUEUE/SUMMARY/DEVICE=(PRINTER, TERMINAL)

« Default action is to display status of all queues and all jobs owned by you
*  Queues are displayed in alphabetical order
* Qualifiers provide selection of the type and amount of queue information to be displayed

* Queue status codes indicate current state of the queue (see Table 3-8)

Table 3-6: SHOW QUEUE Qualifiers for Displaying Types of Queues

Qualifier Description

/BY_JOB_STATUS=status- Displays queues that contain jobs of a specified type of status.

type If no keyword is specified, by default the jobs of all status are
displayed.

/BATCH Displays the status of batch execution queues.

/DEVICE=execution-type Displays the status of output execution queues. If no keywords
are specified, all types of output queues are displayed.

/GENERIC Displays the status of generic queues.

Table 3-7: SHOW QUEUE Qualifiers for Displaying the Amount of Queue Information

Qualifier Description
/ALL_JOBS Displays information about all jobs for the selected queus.
/BRIEF Displays a brief listing of information about job entries in the queue.

The brief listing is the default when no qualifier is specified with the
SHOW QUEUE command.

/FULL Displays complete queue and job information, including any ACLs set
for the queue.

/ SUMMARY Displays the total number of executing, pending, holding, retained, and
time-released jobs.
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Table 3-8: Queue Status Codes

Status Code

Description

aligning

device unavailable
pausing

paused

resuming

resetting
operator service

stalled

stopping

stop pending

stopped

starting

The queue manager is processing a START/QUEUE/ALIGN command.
Device to which the print symbiont is assigned is not available.

The queue manager is processing a STOP/QUEUE command.

A STOP/QUEUE command has been executed.

The queue manager is processing a START/QUEUE command on a
paused queue.

The queue manager is processing a STOP/QUEUE/RESET command.
A PRINT/OPERATOR command has been executed.

Print symbiont processing temporarily halted due to a device related
problem.

The queue manager is processing a STOP/QUEUE command specified
with either a /NEXT, REQUEUE, or RESET qualifier.

Queue will be stopped when current jobs have finished executing.

A STOP/QUEUE command specified with either a /NEXT, REQUEUE,
or RESET qualifier has been executed.

Queue has been started, but the print symbiont process is not yet
active.
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Monitoring Print Jobs

« Use the SHOW ENTRY command to monitor individual jobs:

$ SHOW ENTRY [/qualifiers] [entry-number]

$ SHOW ENTRY 228

* Most SHOW QUEUE qualifiers can be used to select the type and amount of queue

information to be monitored

¢ Queue status codes indicate current state of the job

Table 3-9: Job Status Codes

Status Code

Description

aborting

executing

holding

holding until

pending

printing

processing

retained on completion
retained on error

waiting

Executing job is terminating.

Job is executing from a batch queue.

Job is being held until explicitly released.

Job is being held until a specified time.

Job is in a wait state, typically waiting to be processed.

Job is executing from a printer or terminal execution queue.
Job is executing from a server queue.

Job remains in the queue upon completion.

Job remains in the queue upon encountering an error.
Symbiont refuses the job.
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Setting Print Queue Attributes

»  Some attributes can be modified
— Owner (defaults to the user of the process creating the queue)
— Base priority
— Printer form definition
— Protection code
— Number of separation pages for print jobs
— Maximum and minimum allowed sizes of print jobs

— Printer characteristics

Table 3-10: Commands to Modify Queue Attributes at Certain Times

Command When to Use

INITIALIZE/QUEUE  When the queue is being created (does not currently exist)

SET QUEUE After the queue has been created, but is currently stopped
START/QUEUE

INITIALIZE/QUEUE

SET QUEUE When the queue exists and is currently running. Note that not all

parameters can be changed while the queue is running.

Example 3-5: Modifying a Running Queue

$

$ SHOW QUEUE/FULL LPAO

Printer queue LPAO
/BASE_PRIORITY=4 /FORM=DEFAULT Lowercase /OWNER= [ SYSTEM]
/PROTECTION=(S:E,0:D,G:R,W:W)

$

$ SET QUEUE/SEPARATE=(BURST, TRAILER) LPAO

$

$ SHOW QUEUE/FULL LPAO

Printer queue LPAO
/BASE_?RIORITY=4 /FORM=DEFAULT Lowercase /OWNER=[SYSTEM]
/PROTECTION=(S:E,0:D,G:R,W:W) /SEPARATION=(BURST, TRAILER)

$

$ PRINT/HEADER MEMO.TXT

Job MEMO (queue SYSSPRINT, entry 349) started on SYS$PRINT

$
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Specifying Separation Pages

+  Separation pages are used to delineate between individual jobs and individual files within
the jobs
— Job separation pages
— File separation pages

« Defaults can be set for separation pages on a queue (system default is no separation
pages)

— Use /SEPARATE=o0ption for job separation pages
— Use /DEFAULT=option for file separation pages
— Users can override defaults set for file separation pages
— Users cannot override defaults set for job separation pages
*  Order of printed pages when all possible file and job separation page defaults are set:
1. Job burst page (/SEPARATE=BURST)
Job flag page (/SEPARATE=FLAG)
File burst page (/DEFAULT=BURST)
File flag page (/DEFAULT=FLAG)

File trailer page (/DEFAULT=TRAILER)

2
3
4
5. File contents are printed
6
7. System repeats previous four steps until all files in job are printed
8

Job trailer page (/SEPARATE=TRAILER)
+ Separation page attributes can be viewed with SHOW QUEUE/FULL
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Example 3-6: SHOW QUEUE—Job and File Separation Page Defaults

$

$ SHOW QUEUE/FULL LPCO

Printer queue LPCO
/BASE PRIORITY=4 /DEFAULT=(FLAG)
/FORM=DEFAULT Lowercase /OWNER=[SYSTEM] /PROTECTION=(S:E,0:D,G:R,W:W)
/SEPARATE= (BURST, FLAG, TRAILER)

Table 3-11: Job Separation Page Options for the /SEPARATE Qualifier

Option Description

[NO] BURST Specifies a copy of the flag page printed in such a way as to overprint
the perforation between the preceding flag page. This makes it possible to
determine job breaks in a stack of paper when viewed from the edge side of
the paper. Note that if you specify a burst separation page, you do not need
to specify a flag page, as it is printed automatically with the burst page.

[NO]FLAG Specifies a page is printed preceding the job with the name of the user printed
in large letters.

[NO] TRAILER Specifies that a single summary sheet is printed following a job, with the
name of the user printed in large letters.

Table 3—-12: File Separation Page Options for the /DEFAULT Qualifier

Option Description

[NO]BURST [=keyword] Specifies whether file burst pages will be printed. If the keyword
is ALL (the default), a burst page is placed before each file in the
print job. If the keyword is ONE, a burst page is placed before the
first copy of the first file in the job. Note that if you specify a burst
separation page, you do not need to specify a flag page, as it is
printed automatically with the burst page.

[NO]FLAG [=keyword] Specifies whether file flag pages will be printed. If the keyword is
ALL (the default), a flag page is placed before each file in the print
job. If the keyword is ONE, a flag page is placed before the first
copy of the first file in the job.

[NO] TRAILER [=keyword] Specifies whether file trailer pages will be printed. If the keyword is
ALL (the default), a trailer page is placed at the end of each file in
the print job. If the keyword is ONE, a trailer page is placed after
the last copy of the last 